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NMpeaucnoBue

1 PASBPABGOTAH depepanbHon  Cry>oom No  TEXHUYECKOMY
N aKcnopTHoMy koHTporto (PCTIK Poccun), PepepanbHbiM rocyaapCTBEHHBIM
OIOKETHBIM yupeXaeHneM Haykm WHCTUTYT CMCTEMHOro MnporpammMupoBaHUA
nmenn B. l. MBaHHukoBa Poccunckon akagemum Hayk (PIrBYH «UCIT PAH»),
O6wecTtBOM c orpaHnyYeHHON OTBETCTBEHHOCTbLIO «[podpmckon»
(OO0 «[lNpodmckon») n OBLWECTBOM C OrpaHU4YEHHONW OTBETCTBEHHOCTbLIO
HayyHo-TexHmyeckmn  ueHtp  «®oboc-HT» (OO0 HTL  «®doboc-HT»),
denepanbHbIM - @BTOHOMHBIM — ydpexaeHneM  «[ OCydapCTBEHHbLIN  Hay4HO-
nccrnenoBaTenbCkMi UChbITaTeNbHbIM MHCTUTYT NPOBreM TEXHUYECKOM 3almThl
nHpopmauumn degepanbHOM  CriykObl MO TEXHUYECKOMY U 9KCTMIOPTHOMY
koHTposito» (PAY «THUNU MT3N ©CTIK Poccuny»)

2 BHECEH TexHuyeckum komuteTtoM no craHgaptudauum TK 362
«3awmTa nHdopmaummy

3 YTBEP>XOEH WV BBEJEH B JEVCTBWE npukasom ®enepansHoro
areHTCcTBa No TEXHUYECKOMY PEryriMpoOBaHUIO M METPOSIOTMM OT «  »
202X 1. Ne

4 BBEJEH BINEPBbIE

lMpasuna npumeHeHUss Hacmosiwez2o cmaHoapma YcmaHOo8/1EHbI
8 cmambe 26 @eldeparibHo20 3akoHa om 29 urwHs 2015 2. Ne 162-03
«O cmaHdapmu3sauuu 6 Poccutickou ®edepauyuux». HMHpopmayusi
06 u3MeHeHusix K HacmosiuweMy cmaHdapmy nybrnukyemcsi 8 exe200HOM
(no cocmosiHuto Ha 1 siHeapsi mekyuwje2o 200a) UHGhOpMayUOHHOM yKa3zamerie
«HauyuoHanebHble cmaHOapmbl», a oguuuarnbHbll meKkem U3MeHeHul
U rornpasok — 8 EXeMEeCS4YHOM  UH(OopMaUuUOHHOM  yKalzamere
«HayuownanbHble cmaHOapmebl». B cnyyae nepecmompa  (3amMeHbl)
unu ommeHbl Hacmosuw,eao cmaHdapma coomeemcemeyruee yeedoMrieHUe
bydem  onybnukoeaHo 8  bnuxauwem  8bIMYyCKE  €XeMEeCS4YHO20
UHGhopmMayUuoHHO20 yKasamerisi «HauyuoHarsbHbIe cmaHOapmabl».
Coomeemcmaeyrowasi UHhopmayus, yeedoMreHuUe U meKkcmbl pasmewaromcsi
makxe 8 UHoOpMauUoOHHOU cucmeme o0bwe20 rofb308aHUsT —
Ha ogpuyuanbHoM catme ®edepasibHO20 az2eHmcmea o MexHU4YeCKOMYy
peaynuposaHuro U Memporsioauu 8 cemu MIHmepHem (www.rst.gov.ru).

© Odhopmnenune. OIbY «MHcTUTyT cTaHgapTmM3aunny, 202

HacTtoawwmin ctaHgapT He MOXET ObiTb BOCNPOM3BEAEH, TUPaXXMpOBaH
M pacnpocTpaHeH B KavecTBe oduumanbHOro usgaHust 6e3 paspelueHust
depnepanbHOro areHTCTBa Nno TEXHUYECKOMY perynmpoBaHuio 1 METPOSIOTUN.
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CopepxaHue

1 OBNACTD NMPUMEHEHMSI. ...ttt et et et e et e et e e e e e e e e e eneas
2 HOPMATUBHDBIE COBITTKM. .. ettt et e ete et et e e e et e e e e e e e e e e e e e e e ene e e e
3 TepmuHbl 1 onpedeneHunsi, 0003HAYEHUS U COKPALLEHUS......ouveeveeneanennnn..
4 OOLLINE MOTTOMKEHMUS. . . et eeee e et e e et e et e e et et e e e e e e e e e eaa e s e st e eeaeseannsesnnares
5 TpeboBaHMss K nNOpsiAKYy BHeOPEHUst U MPUMEHEHUS KOMMO3ULMOHHOIO
aHanm3a NPOrPaMMHOIO OBECTIEHEHUSI. ......ue et it et et e eaae e
5.1 NopsaoK BbINONHEHNSI KOMMO3ULIMOHHOIO @HAMM3a. ..o eeeeieeeaaeennsn.
5.2 TpeboBaHna K a3Tany nNOArOTOBKM BHEOPEHUSI KOMMO3ULMOHHOIO
aHanm3a NPOrPaMMHOIO OBECHEUEHMS. .......oiviire i eie e eeeanenns

5.3 TpeboBaHna K 3Tany BHEOPEHUS KOMMO3ULUMOHHOIO aHanusa
NPOrPAMMHOIO OBECTIEHEHUS. ... vttt e e et e e e e aae e

5.4 TpeboBaHuss K 3Tany peryndapHoro npUMEHEHUs1 KOMMO3ULMOHHOIO
aHanmaa NPOrpaMMHOIO OBECHEUEHUS. . ... .eviiee e e e eeeeeenenn,

6 TpeboBaHMs K TEXHOSMOrMsIM KOMMO3ULIMOHHOIMO aHanmsa nporpaMmMHOro
OBBCTIEUEHUIS. ... . e e e e e

7 TpeboBaHMs K MHCTPYMEHTY KOMMO3ULUMOHHOIO aHanusa nporpamMmmMHOro
OBBCTIEUEHUIS. ... . e e e

8 TpeboBaHUs K NePEYHIO MPOrPaMMHBLIX KOMIOHEHTOB.......coveeieinieaeenennenn.

MpunoxeHne A (obasatenbHoe) dopmat npeacraBneHns nepeyHs

NPOrPAMMHBIX KOMIOHEHTOB. ...\ttt eiteeteeeeateeeeaneaneanennn

MpunoxeHne b (obs3aTenbHoe) CocTaB  gaHHbIX  ONUCaHUA  MOAENU

MALLUMHHOTO OBYUEHMS. ... et e e
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BBepeHue

BesonacHocTb nporpammHoro  obecnedenuss (MO) 3aBucut  OT
CTOpoHHero [10, 3aMMCTBOBaHHOrO  ANS  BKMAKYEHUS B COCTaB
paspabartbiBaemoro O mnnu npuenekaemoro Ans obecnevyeHns nNpoLeccoB
pa3paboTkn. Hannune B ctopoHHeM MO ya3BMMOCTEN N HeaeKnapnpoBaHHbIX
BO3MOXHOCTEN, a Takke onpeneneHHbIX 0cO6eHHOCTEN CNOCOOHO HeraTMBHO
BNUATb Ha pa3BuUTME U NoaaepXky paspabartbiBaemoro MO, co3gaBaTth yrposbl
6esonacHocT  mHopmaumn.  [poTMBOAENCTBYIOT  3TOMY  MPOLECCHI
pa3pabotkn  GesonacHoro 1O 1M nNporpaMMmHbleE  WHCTPYMEHTDI
KOMMO3MLUMOHHOIMO  aHanu3a, KoTopble  CnocoOCTBYIOT  MOBLILLEHWUIO
©Ge3onacHoCTN 3aMMCTBOBAHHOIO 1 npuenekaemoro MO.

[Mpouecc KOMMO3UUMOHHOrO aHanm3a Mo3BOSfSeT YCTaHOBUTb COCTaB
NPOrpaMMHbIX KOMMOHEHTOB, COOTHECTU €ro C U3BECTHbIMU YA3BMMOCTSMU U
HexxenaTesNbHbIMU  OCOBEHHOCTAMM  UCMOSMb30BaHUSA 3TUX  KOMMOHEHTOB,
CBOEBPEMEHHO OTpearnpoBaTtb Ha BbISIBNEHHbIE YA3BMMOCTU N OCODEHHOCTU
NCNoNb30BaHUA.

HacToawun ctaHaapT BBOAUT MOHATUE KOHTPONMPYEMOro peno3nTopus,
XpaHunuia ctopoHHero MO, npoxoasiero NpoBepkn, U 3agaet TpeboBaHnA
B6esonacHocT B OTHOLIEHUN CTOpOHHero MO, npumeHsemoro B paspaboTke.
CTtaHgapT BBOOMT MNOHATUE MNEpeyvHss MNPOrpaMMHbIX KOMMOHEHTOB U
yCcTaHasnmBaeT TpeboBaHus, npeabsBnsemMble K npoueccam
KOMMNO3MLMOHHOIO aHanuM3a W MNpoBEPKN Koda Ha npeameT BHeOpeHus
BPEeOOHOCHOro nporpaMmmHoro obecrneyeHuss yepes LENoYKM MOCTaBOK, a
Takke — K TMPUMEHSIEMbIM WHCTPYMEHTaAM KOMMO3MUMOHHOIMO aHanmuaa.
CtaHpapT 3agaeT TpeboBaHus K opmaTy npeacTaBreHUs nepeyHs
NPOrpaMmMHbIX KOMNOHEHTOB.

Hactoswmn ctangapt npumensietcss coemectHo ¢ TOCT P 56939-2024
N BXOOUT B KOMMMEKC CTaHOApPTOB, HamnpaBfEeHHbIX Ha AOCTUMXEHWE Lenewn,

CBSAA3aHHbIX C NoBblleHNEM Be3onacHocTn paspabaTbiBaemoro [M0.
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HAUUOHANBbHBLIN CTAHOAPT POCCUNCKOWN ®EOEPALUNU

3awwmTa nHcpopmauumn

PA3PABOTKA BE3OINACHOIO NPOrPAMMHOIO OBECINEYEHUA
KoMno3numnoHHbIN aHanu3 nporpamMmmMHoOro obecneyeHus

OGwme TpebOBaAHUSA

Information protection. Secure software development.

Software composition analysis. General requirements

[aTta BBeaeHus -

1 O6nacTb npuMeHeHus

Hactoawun cTaHgapT ycTaHaBnvBaeT obuwume TpeboBaHus K
coOepXaHuMlo M NOpPsAKYy  BbINONHEHWA  paboT, HanpasfeHHbIX Ha
npegoTepalleHne nosBneHnss nmbo HeuTpanusauuio  ya3BUMOCTEN U
HeaeKknapMpoBaHHbIX BO3MOXHOCTEN CTOPOHHUX KOMMOHEHTOB U BbiABNEHUE

0COBEHHOCTEN X NCNOSIb30BaHUs B NporpamMmmMHom obecnedenun (MO).

MpumeyaHne — K ocOBEHHOCTAM MCMNOMb30BaAHUA CTOPOHHUX KOMMOHEHTOB B [10
OTHOCATCS acCneKkTbl, CBSA3@HHble C HanMyYnem KOMMNPOMETUPYIOLNX KOHCTPYKUMA B
MCXOOHbIX Kodax, cobntogeHvem TpeboBaHUM JIMUEH3UOHHbIX COrfalleHnn, Hanudnem
CTabunbHOro KomnnekTnea paspaboTyMKoB, a TakKXe WHble, onpegenstowme creneHb

goBepund K CTOPOHHUM KOMIMOHEHTaM.

[MpymeHeHne  HacTodWero  crtaHgapTa MNO3BONUT  YNyuLWNTb
OnepaTMBHOCTb BbIABNEHUS N3BECTHbIX YA3BMMOCTEN U YIPOCTUTL BHEAPEHWE
cneymanuampoBaHHbIX npoueccoB paspaboTkn 6esonacHoro O, no3sonut
NOBbICUTb 3 FEKTUBHOCTb MEP MO NPOTUBOAENCTBUIO Yyrpo3am 6e30nacHOCTU
MO, craHgapTu3MpoBaTb WMHAOPMAUMOHHLIA OBMEH MeXay YydYacTHUKaMu

ueno4kn noctasku [10.

rnpoekm, riepeasi pedakuus
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HacToawwmn ctaHgapT npeaHasHayeH:

- AnNs opraHmsaumn-paspaboTynkoB nporpaMmMHoOro obecnevyeHusi, B Tom
yncne — pas3paboTyMKOB CpPeAcTB  3awuTbl  MHdOpMauuu, Ccpeacts
obecnevyeHnsa 6e3o0nacHOCTM NHAPOPMALIMOHHBLIX TEXHOMOMN;

- ONS  opraHM3auun-paspaboTyMKOB WHCTPYMEHTanbHbIX CPEACTB,
NPUMEHSIEMbIX B NpoLieccax KoMno3numoHHoro aHanmsa MO n obecnevernus
©e30nacHOCTU LEeno4YKn NOCTaBOK;

- ONS opraHu3aumin, BbINOSTHAOLWNX OLEHKY COOTBETCTBMS MPOLECCOB
pa3paboTkm 6e3onacHoro MO B YacTu BbINOMHEHUSI TPEDOBAHNI HACTOALLEro

cTaHgapTa.

2 HopmaTuBHbIE CCbINIKU

B HacTosiwem ctaHgapTe MCnosnb3oBaHbl HOPMAaTMBHbIE CCbIfIKM Ha
cnegylouime ctaHgapTbl:

FOCT 34.003-90 NHdopmaumoHHaa TexHonorus. Komnnekc ctaHaapToB
Ha aBTOMAaTU3NPOBAHHbIE CUCTEMbl. ABTOMaTM3NPOBAHHLIE CUCTEMbI.
TepMuHbl 1 onpeaenexHuns.

FOCT P 7.0.64-2018 (MCO 8601:2004) Cwuctema cTaHgapToB MO
nHdopmauumn, GubnuoteyHoMy n nsgatenockomy aeny. NpeacrasneHne gat
n BpemeHn. Obwune TpeboBaHus

FOCT P 34.11-2012 NHdopmaumoHHasd TEXHOSIOrnS.
Kpuntorpadguyeckas 3awwmTa nHpopmaumm. PyHKUMS XSLWNPOBaHNSA

FOCT P 56939-2024 3awwmta nHpopmauuun. PaspaboTtka 6esonacHoro

nporpammHoro obecnevenus. Odwme TpeboBaHms.

MpyvmeyaHune — MNpy NoNb30BaHUM HACTOSALLMM CTaHOAPTOM LienecoobpasHo NpoBepuTb
AENCTBUE CCbINOYHbIX CTAaHAAPTOB B MH(POPMALIMOHHOW cucTeme obLLero norb3oBaHWs — Ha
otmumansHoMm canTe PegepanbHOrO areHTCTBa MO TEXHUYECKOMY PEeryniMpoBaHuMio U
meTporniormm B cetu WHTepHeT wunm no  exerogHoMmy WHEOPMAaLMOHHOMY YyKasaTerto
«HauvoHanbHble CTaHOapTbI», KOTOpbIN onybnukosaH no COCTOSIHMIO
Ha 1 AHBaps TeKyLwero roga, U no BbiNyCKaM €XeMeCAYHOro MHOPMALIMOHHOIO yKasaTens
«HauuoHanbHble cTaHgapTbl» 3a Tekywmi rog. Ecnn 3ameHeH CCbIfoYHbIA CTaHOapT, Ha

2
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KOTOpbIM AaHa HeaaTUpOBaHHas CCbIfiKa, TO PEKOMEHAYeTCA MCMONb30BaTh AENCTBYIOLLYHO
BEPCUIO 3TOr0 JOKYMEHTa C Y4EeTOM BCEX BHECEHHbIX B [aHHYH BEpCU0 M3MeHeHun. Ecnu
3aMEHEH CCbINOYHbIA CTaHOAPT, Ha KOTOPbLIA AaHa OaTMpOBaHHas CCbinka, TO peKkoMeHayeTCs
MCMNONb30BaTb BEPCUIO 3TOMO AOKYMEHTA C YKa3aHHbIM Bbille rog0M YTBEPKAEHMS (MPUHATUS).
Ecnn nocne yTBepxaeHnst HaCToOALWLEro cTaHaapTa B CCbINTIOYHbIN CTaHAAPT, Ha KOTOPbIA AaHa
AaTVpOBaHHAs CCbifika, BHECEHO M3MEHeHWe, 3aTparnBatoLlee MosioxkeHne, Ha KOTopoe AaHa
CCblIfIKa, TO 3TO MOSIOXKEHNE PEKOMEHAYETCS NPUMEHATL 6e3 yueTa AaHHOro nameHeHus. Ecnm
CCbIJTOYHbI CTaHOAPT OTMEHEH 6e3 3amMeHbI, TO MOSTOXKEHME, B KOTOPOM [AaHa CChIfika Ha Hero,

pekoMmeHayeTCA NpuMeHATb B H4aCTu, He 3anar|/|Ba+ou.|,e|7| 3TY CCbIJIKY.

3 TepMuUHBbI 1 onpeneneHusi, 0603Ha4YeHUs1 U COKpaLLeHus

3.1 B HacTtoswem cTaHgapTe nMpUMEHEHbI creaylwmne TepMUHbI
C COOTBETCTBYIOLUMUN onpeneneHnsaIMu:

3.1.1 6a3a gaHHbIX yaszBuMmocTten: CTPYKTYypMpOBaHHOE XpaHunuiie
MHdopMauum 06 ya3BUMOCTSAX NPOrpaMmMHOro obecneveHus.

3.1.2 3aMMCcTBOBaHHbIN KOMMNOHEHT (MporpamMMHoOro obecnevyeHus):
[Mony4eHHbIN (MPMOBPETEHHBIN) Ha onpeaenéHHbIX YCroBUAxX (B TOM yucne —

6e3B03Me34H0) KOMMNOHEHT pa3pabaTtbiBaemoro M0.

MpumeyvaHus

1 3anmcTBOBaHHbLIM KOMMOHEHT 1O MoXxeT 6bITb B BUAE:

~ BKITHOMaeMbIX B NPOLECC KOMMUNALUK UCXOAHbLIX KOOOB;

— 0ObEKTHOro Kofa crtatn4yecknx OnbnmoTek n AMHaMUYECKUN 3arpyxaemMbixX MOLYNEeN;

—KOAa NHTEPNPETUPYEMbBIX MPOrpaMMHbIX MOAYNEN.

2 CoBMECTHO C KOOAOM B COCTaBe 3aMMCTBOBAHHOMO KOMMOHEHTa MOryT
NOCTaBNATbCS Takke COMyTCTBYHWOLIME AaHHble: TEKCT, u3obpaxeHue, ayauo-,
BMaeomHdopmaLums Unm nHoe npeacTaBrieHne AaHHbIX.

3.1.3

M3BecTHas YA3BUMOCTb: YA3BMMOCTD, onybnukoBaHHas B
00LLEeOOCTYMNHbIX MCTOYHMKAX C ONMCaHMEM COOTBETCTBYIOLMX MEp 3aluThbl
WHopmaunn,  ucnpasneHNn  HeOoCTaTKOB  MNM COOTBETCTBYHOLLUX
oOHOBIEHNI.

[ [1], nyHKT 3.7]
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3.1.4 MHCTPYMEHT KOMMO3ULIMOHHOrO aHanusa nporpamMMHoOro
obecneyeHusi: HCTpyMeHTanbHOE CpeacTBO MPOrpaMMHON MHXEHEPUH,
KOoTOpoe BbINOMHAET KOMMO3ULMOHHbIN aHanus Mo
B aBTOMaTMU3NPOBaAHHOM WU aBTOMATUYECKOM peXume.

3.1.5

MCXOAHbIN KOA4 nporpamMmbl: [lporpamma B TEKCTOBOM BMAE HA KaKOM-
nnbo s3blke NPorpamMmMmnpoBaHunS.
[ [2], nyHKT 3.2]

3.1.6 KOMNO3ULIMOHHbLIN aHanus nporpamMMHOro
obGecneyeHus: AHann3, OCHOBaHHbIN Ha WHBEHTAPU3aUUM CTOPOHHUX
komnoHeHToB [10, onpeageneHnn oOcCOBEHHOCTEM WX UCNONb30BaHUS,
COCTaBNEHUN NEepPeYHs U3BECTHbIX YA3BUMOCTEN W/UNU MHbIX HEOOCTaTKOB
KOMMOHEHTOB.

3.1.7 komnpomeTunpytoLlas KOHCTPYKUMUA: HepocTaTok Mo,
peannu3oBaHHbIN B BUAE COAEPXaLlero npoTUBOMNPaBHYK WHGOPMAaLNIO
KOMMEHTapuUs B ICXOAHOM KO4e UIN CONYTCTBYHOLLUX OaHHbIX.

3.1.8

KOMMOHEHT (nporpammHoro obecneyeHus): [Mporpamma,
paccmaTpvBaeMasa Kak eduHoe Lerioe, BbINOMHAKWAA 3aKOHYEHHYH0

dyHKUNMIO.
[AganTupoBaHo 13 [3], nyHKT 1.2]

MNpumeyaHne — lNporpaMMHBIM MaKeT SABMASETCA OCHOBHOW, HO HE eOWHCTBEHHOM
dopmon komnoHeHTa 0. 3anmcTBOBaHME 1 BKIKOYEHME B cOCTaB pa3dpabatbiBaemoro MO
KOMMOHEHTa MOXET MNPOMUCXOAUTb Ha YPOBHE OTAESNbHbIX (annoB WM OTAEeNbHbIX
dparmMeHTOB KoAa.

3.1.9 KOHTpONUpyeMbIn Peno3nUTOPUN: PENO3UTOPUNA, B OTHOLLEHUM
COOEPXMMOr0 KOTOPOro BLIMOMHATCA MNPOBEPKN, HanpaBfeHHble Ha
noebileHne 6GesonacHocTn paspabatbiBaemoro MO M npegycMoTpeHHbIe
pernameHTammu n NHBIMU OpraHM3aunoHHO-pacnopsanTenbHbIMU

AOKYyMEeHTaMWn opraHun3auunn.
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3.1.10 maHudcpect CUCTEMbI ynpaBneHus KOMMOHEHTaMM:
MalwumHoynTaembin KOHJUrypaLunoHHbIN AOKYMEHT, onpeaensitowmnmn
npuMeHsieMble B npouecce c6opKM CTOPOHHMUE KOMMOHEHTLI, 3Tanbl 1 CNOCObLI
cbopku.

MpumeyaHne — dopmmnpyeTca aBTOMATU3MPOBAHHBLIM CMOCOOOM C MPUMEHEHNEM
CuctemMbl ynpasrieHnda KOMMNOHEeHTaMu, cpeacrtBamMu paspa60TK|/| U1 py4HbIM cnocobom
(pepakTupyeTcs pa3paboTynKom).

3.1.11 oboraweHmne (MeTagaHHbIX): [lononHeHWe onucaHna obbekTa
(cobbITnsa) TEmMaTMyeckuMm ONOKOM CTaHOAPTUM30BaHHLIX aTpubyToB, Kak
npasuno, nosiy4yaemMbiM OT MH(OPMAUMOHHOW CUCTEMbI, aHanuU3npytoLLen
COOTBETCTBYILLYKD TeMaTuKy, B LENsxX ynyyweHUa MNOoSIHOTbl M TOYHOCTHM
pe3yrbTaToB.

3.1.12 nakeTHaa 3kocuctema: [leueHTpanM3oBaHHOE XpaHUNuLLe
KOMMOHEHTOB, obecneynBatoLLee Nx JOCTYMHOCTb KOHEYHbIM NOSIb30BaTESNSAIM
n paspaboTymkam nporpammHoro obecnedyeHunsi, B TOM YUcrne nNocpeactsom
CUCTEMbI YNpaBreHNs KOMNOHEHTaMM.

MpumeyaHne — T[lakeTHble SKOCUCTEMbI MOAAEPXKMBAKOTCA OpraHM3auusiMu,
YaCTHbIMM  KOMNAHUSIMW UMM HEKOMMepYeckuMmn coobliecTtBamm  paspaboTynkoB
nporpaMMHOro obecrneyeHus U, kak NpaBumo, QOPMMUPYHTCH ANsi KOHKPETHOro s3blka

nporpamMmMmnpoBaHuA.

3.1.13 nepeyeHb nporpaMmMHbIX KOMMOHEHTOB,; MriK:
MalwmnHounTaembld OOKYMEHT, coaepXawunm B cebe CTPYKTypuMpOBaHHYHO
MHOPMAaUUIO O KOMMOHEHTaX NporpaMmMHOro obecnevyeHns U OTHOLLUEHUAX
Mexay HUMW.

I'Ipmmeanme— I'Iepequb nporpamMMHbIX KOMMOHEHTOB ABJIAETCA OTE€4YeCTBEHHbIM

aHanoroMm adrnosisblMHOro TepmumHa SBoM  (Software Bill of Materials (Habop

CTPYKTYpPpUPOBAHHbLIX MalUMHOYNTaAEMbIX AaHHbIX O COCTaBe nporpaMmHoro o6ecnequ|/|$|)).

3.1.14

NOBEPXHOCTb aTaku (nporpamMmHoro obecnedeHust): MHOXeCTBO

nognporpamMmm (oyHKUMI) nporpaMmmMHOro obecnedeHusi, obpabaTbiBaroLLmMX
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[laHHble U3 MHTepPdENCOoB, HEMOCPEACTBEHHO UMM KOCBEHHO MOABEPXKEHHbIX

noTeHumnaribHoOMy pPpUCKY aTakW.

MpumeydaHus

1 B cocTtaB NnoBepXHOCTU aTaku BXoaaTt nognporpammbl (oyHkumnmn) API (Application
programming interface, npuknagHon nporpamMmHbii  MHTepdenc) [0, KoTopble
HenocpeacTBEHHO AOCTYMHbI NOTEHLMaNbHOMY HapyLlwmMTento. YkasaHHble nognporpamMmmbl
(dyHKLMM) OTHOCAT K HENnocpeACTBEHHON NOBEPXHOCTU aTaKMu.

2 B cocTtaB NoBEPXHOCTU aTaku BXogAaT noanporpammbl (oyHkumn) MO, koTopble He
MoryT ObITb HENOCPEACTBEHHO Bbi3BaHbl MOTEHLMANbHbIM HapywmnTenem Yyepes API, HO nx
BXOOHble  AaHHble  NOTeHuManbHbid  HapywuTenb  CnocobGeH  rapaHTUPOBAHHO
cchopmupoBaTb onpeneneHHbiM 06pa3oM. YkasaHHble noanporpammbl (PyHKUUK) Takke
OTHOCST K HEMOCPEACTBEHHOM MOBEPXHOCTU aTaku.

3 B cocTaB NoBepXHOCTU aTaku BXogAT noanporpammbl (pyHkumm) MO, koTopble He
MoryT ObiTb HEMOCPEACTBEHHO Bbi3BaHbl MOTEHUMANbHBIM HapywmntTenem Yyepes API, HO Ha
MX BXOOHble [aHHble MOTeHUManbHbIi HapywuTenb cnocobeH LeneHanpaBfieHHO
NOBMUATb. YKasaHHble noanporpaMmmbl ((PYHKUMU) OTHOCAT K KOCBEHHOW MOBEPXHOCTU

aTaKku.

[AgantupoBaHo n3 FOCT 56939-2024, nyHkT 3.9]

3.1.15

nonuTuka 6e3onacHocTy (B OTHOWEHUN CTOPOHHUX KOMIMOHEHTOB):
CoBOKYNHOCTb MpaBwui, Npoueayp WM pyKoBOASALMX NPUHUMMNOB B obnacTtu
6e30nacHOCTN UCNONb30BaHNSA CTOPOHHUX KOMMOHEHTOB, AEWCTBYHOLLMX B
opraHusauuu.

[AganTupoBaHo 13 [4], noanyHKT 3.1.49]

3.1.16 npuBnekaemoe (nporpammHoe obecneyeHue): [Nonyy4eHHoe
(MpnobpeTeHHOE) Ha onpeAenéHHbIX YCNoBUSIX, B TOM Yncre — 6e3803mMe3gHo,
MO, He gaBnsWEeeca 3aMMCTBOBaHHbIM KOMMNOHEHTOM, HO MUCMOMb3yeMoe B
npouecce paspabotkm MO kak cpeacTBo paspaboTku wnu ssngoLLeecs
YyacTblo cpeabl PYHKUMOHUPOBaHUS pa3pabatbiBaemoro 0.

3.1.17 pa3paboTumnk nporpamMMHoOro obecneyeHus: Jlnyo,

ocyLlecTBndawowee aeaTenbHOCTb No pa3paboTke 6esonacHoro MO.
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3.1.18

pernameHT KOMMNO3ULMOHHONO aHanuM3sa (B opraHusauuu):
PernameHT ocyuwlecTBrneHuss npouecca paspadotknm 6GesonacHoro 1O ¢
ncnonb3oBaHnem cTopoHHero 1O, KoTopbIn coaepXuT WHdopmaunto o6
00513aHHOCTAX COTPYOHMKOB W UMX pPoONnsX Npu peanusauumnm npolecca
KOMMO3ULMOHHOIO aHanu3a B COOTBETCTBUMM C MNPUHATBIMUA NOANTUKAMMU
Ge3onacHOCTM B OTHOLWIEHWM CTOPOHHMX KOMMOHEeHTOoB. MoxeT ObITb
0POPMIEH KaK CaMOCTOATENbHbIN AOKYMEHT B 35IEKTPOHHOM NN (hn3nN4eCcKom
BMOE, WNM B pamMKax obulero [OKyMeHTa, Hanpumep, PYyKOBOACTBa MO
paspaboTke 6e3onacHoro [MO.

[AgantnpoBaHo n3 FOCT P 56939-2024, nyHkT 4.12]

3.1.19 peno3uTtopuin: ABTOMaTn3NpoBaHHas cucrtema, KoTopas
obecnevnBaeT xpaHeHue, OCTYN U MaHUNynMpoBaHue AaHHbIMU (hbannamm)

n metagaHHbIMW.

Mpumevanue — [Ina obecneveHns npoueccos pa3pabotkm MO MOXeT NPUMEHATLCS
HECKOIMbKO PEno3nTOpueB, B KOTOPbIX pa3MeELLalTCs onpeaeneHHble BuAabl OaHHbIX:
NCXOAHbIE KOAbl, KOMMOHEHTbl B BUHAPHOM UITM UCXOOHOM KOoAe, W MHble CONyTCTBYHOLLME
Gannbl  paspabatbiBaemoro [10. TexHuyeckme BO3MOXHOCTU PEeno3nTopuss MoryT

No3BOJINTb COBMECTHO pa3MeCTUTb B HEM pa3HOpPOAHbIEe OJaHHbIE.

3.1.20 peno3nTopn KOMMNOHEHTOB (apTedakToB): Penosutopun,
obecnevnBaroLLNN LLEeNOYKY NOCTaBKN KOMMOHEHTOB (apTedakToB), B KOTOPOM
pasMeLLeHbl KOMMOHEHTbl (apTedakTbl) B OMHApHOM BuAe WM UCXOAHbLIX
KOoOaX, WHCTPYKLUMMK, BbINOMNHAEMbIE ANS pPErmcTpaunumn/HacTponkm nporpamm
npu yCcTaHOBKe, OOHOBMEHUN U yaaneHun komrnoHeHToB 10, nHdopmaums,
onucbiBaoLllaad B3aMMOCBA3b Mexay KomnoHeHTamu [10, a Takke
MeTagaHHble B hopmaTtax, NnoaaepKMBaeMblX NakeTHbIMU MEHEIKEPAMM.

3.1.21 peno3utopunn  paspaboTku: Penosutopun, B  KOTOPOM
pasMeLLEHbl UCXOOHblE Koabl M conyTcTBylowme aaHHble MO, MHCTpyKUMK
cuctembl cOopkn 1 cbopouHon cpeasbl 10O, obecneunBarowmin ynpaBneHne nx

N3MEHEHNAMMN.
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3.1.22 cuctema KoHTponsa Bepcun: [lporpammHoe obecneveHune,
npegHasHa4vyeHHoe Ana yrnpasneHna nameHeHusmu MO, Bkntoyas yHUKanbHyr
NOeHTUPMKAUNIO WU3MEHEHUN, BHOCUMbLIX B WCXOAHble KOoAbl W WHblE
conyTcTByowme dannbl paspadatbiBaemoro MO yyacTHUMKamu paspaboTku
npu nx cCoBMecTHom paborTe.

3.1.23 cucrema ynpaBneHUs KOMnoHeHTamu: Habop nporpammMHoOro
obecrneyeHnsa, NO3BONAOWMIA YyNpaBnATb NPOLLECCOM YCTAHOBKW, yaaneHus,
cbopkn, TECTUpPOBaHUS, KOHUIypupoBaHUS N OBHOBMEHUSI KOMMOHEHTOB

nporpamMmmHoOro obecneyeHus.
an/IMe‘-IaHI/Ie — Cuctembl ynpasrieHNA KOMMOHEHTaMWN TaKXKe W3BECTHbl Mo

HeCTaHOapTU30BaHHbLIM Ha3BaHNEM «MaKEeTHblE MEHEKEePbI».

3.1.24 ctopoHHee nporpamMmHoe obecne4vyeHue, CTOPOHHee
MO: CoBOKYNHOCTb 3aMMCTBOBaHHbIX KOMMOHEHTOB MO n npusnekaemoro 0.
3.1.25

xaw-kon (hash-code): Ctpoka ©uT, aBnaOWAsCa  BbIXOAHbIM
pesynbTaToM XaLW-(YyHKLUN.
[FTOCT P 34.11-2012, ctaTtba 3.1.5]

3.1.26 uenouka NOCTaBKuU nporpamMmmMmHoro obecne4yeHus:
COBOKYNHOCTb  OPraHM3auMOHHO-TEXHUYECKUX Mep W OeUCTBUA Mo
obecneveHnio HeobXoaMMbIMM KOMNOHEHTaMM NPOLECCOB COOPKN N OCTaBKU
noctasnsemoro [10.

3.2 B HacTosILEeM cTaHgapTe NPUMEHEHbI cneaytowmne o6o3HayveHnsa n
COKpaLLlEeHNS:

BLY — 6aHk AgaHHbIX yrpo3 6esonacHocTn nHdopmauum PCTIK Poccuu;

NHCTPYMEHT — MHCTPYMEHT uUnn Habop MHCTPYMEHTOB aHanunsa un (unwm)
KOHTPOSSt CTOPOHHUX KOMMOHEHTOB;

JTnueH3nsa — NMUEeH3NoHHOoe cornalleHne KOMMNOHEHTa;

OpraHmsauua — nuuo, siBnsolleecss pas3paboTynkom nporpamMmmMHOro
obecne4veHus;

MO — nporpammMmHoe obecneveHue;
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MMNK — nepeyeHb NporpaMMHbIX KOMMOHEHTOB;

APl — Application Programming Interface (npuknagHon nporpamMmMHbIn
UHTepdenc, onucaHne cnocoboB (Habop knaccoB, npoueayp, OYyHKUUNA,
CTPYKTYP WU KOHCTAHT), KOTOPbIMM OfHa KOMMbOTEPHAA NporpamMmma MoXeT
B3aMMOAENCTBOBAThL C APYrMMU NporpamMmmMamm);

CycloneDX — chopmat nepegaym OaHHbIX U METAAaHHbIX O KOMMOHEHTaX,
KOTOPbI NnogaepxmBaetca Hekommepyeckon opraHmnsaumen OWASP (Open Web
Application Security Project, oTKpbITbI NPOEKT N0 6€30nacHOCTM BED-NPUNOXKEHNIA)
n onpegeneH cneumdukaumen ECMA-424 (European Computer Manufacturers
Association, eBpornenckasa accoumaums npon3soauTenen KOMMNbTEPOB);

CVSS — Common Vulnerability Scoring System (o6Luas cuctema oLeHku
YA3BUMOCTMW);

JSON - JavaScript Object Notation (TekcToBbIin opmaT obmeHa
AaHHbIMW, OCHOBaHHbIN Ha A3blke NporpammMmmnpoBaHna JavaScript);

GHSA - GitHub Security Advisory (6asa pfgaHHbIX YA3BUMOCTEWN,
nogaepxusaemas komnanven GitHub);

NVD - National Vulnerability Database (6asa gaHHbIX yA3BUMOCTEN,
nogaepxveaemas HaunoHanbHbIM UHCTUTYTOM CTaHaapToB U TexHosornn CLUA);

OCI — Open Container Initiative (MHMUWaTMBa OTKPLITOro KOHTENHEPA);

OSSiIndex — Open Source Software Index (6a3sa AaHHbIX yS3BMMOCTEWN,
nogaepXxusaemMmas komnaHven Sonatype);

OSV - Open Source Vulnerability (6asza pAgaHHbIX YA3BUMMOCTEN,
nogaepxuneaemas koprnopaumen Google);

PURL — Package Uniform Resource Locator (dpopmat’ yHuBepcansHoro
noeHTnmnkaTopa KOMNOHEHTA);

SCA — Software Composition Analysis (aHann3 coctaBa NporpamMmHoOro
obecneveHns, KOMNO3MLIMOHHBIN aHanM3 NPorpaMMHOro obecneveHuns);

SPDX - Software Package Data Exchange (o6mMeH AaHHbIMM

NPOrpamMMHbIX NakeToB).

' Cneundpmkauus dpopmara https://github.com/package-url/purl-spec
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4 OOLwume nonoxeHus

4.1 MNpepoTBpalleHne MNOSIBIIEHNUS W yCTpPaHEHWEe  Ys3BUMOCTEN
nporpamMm OOCTUraeTcs nyTemM peanu3auun ux paspaboTymkoM KoMMsiekca
mep no paspabotke 6esonacHoro 1O, npeacrtaBneHHbix B FTOCT P 56939-
2024. Hactoawmn ctaHgapT oOKycnpyeTcs Ha npeaoTBpaleHnn NoaBneHns
nmbo HenTpanusauumn ysa3BMMOCTEN U HeOEKTapUPOBaHHbIX BO3MOXHOCTEN B
cTopoHHem [10.

4.2 Npn paspabotke 6esonacHoro [10, pas3paboTymk BbINOMHAET
KOMMO3MLIMOHHbIN aHanm3 B COOTBETCTBUM C TpeboBaHuaMM pasgenos 5-8 B
pononHeHue K nonoxenmam FOCT P 56939-2024.

4.3 YcnoBus peanu3auum KOMMO3MUMOHHOIO aHanmsa BblpaXeHbl B
dopme cnegylowmx  cylwHocten: TpeboBaHWe, pekoMeHgauma  Unu
ponyctumoe gencteme. C uenblo NOAYEPKHYTb pasnuune mexay pasHbiMu
dopmamm ycnosum gns peanunsaumm npoueccos paspaboTku 6esonacHoro N0
B HaACTOAWEM CTaHgapTe WCMONb3ylTCsA BCMOMOraTesnbHble  rnarosbl
«OOIMKEH», «pPEeKOMeHOyeTCss» U «MOXeT». [naron «OorkeH» — Ans
BblpaXeHusi ycrnosusi, Tpebyemoro pgna cooTBeTcTBMS  TpeboBaHuio;
«pekomeHayeTcay — [ON9 BblpaXeHUst pekoMeHJauuMM no peanusauuu,
«MOXeT» — ANl TOro YTobbl OTPa3nTb BO3MOXHbIE HanpaBeHnst 4OMYCTUMbIX
OENCTBUN.

44 [0na cooTtBeTCcTBUA  TpeboBaHMAM  HacTosdWero cTaHgapTa
pa3paboTymK JOMMKEH peanu3oBbiBaTb NPOLLECChbl KOMNO3ULMOHHOIO aHanuaa
N NPOBEPKM KOOA Ha npeameT BHeOpeHUA BPEAOHOCHOro MpOorpamMMHOro
obecneveHns 4epes ULENOYKM MNOCTAaBOK MNPU MCMOSIb30BAHUM CTOPOHHUX
komnoHeHTOB 10 B xoge paspaboTkum M nocreaylowero cornpoBOXOEHMS.
Peanunsyemble npoueccbl [JOMKHbI obecrneymBaTb BedeHWe MNepeyHs
NporpaMmMHbIX KOMNOHEHTOB MO 1 BbiBNIEHME M3BECTHbIX YA3BUMOCTEWN, a
Takke 0COBEeHHOCTEN  UCMONb30BaHMUS  MPOrpaMMHbIX  KOMMOHEHTOB.

CBoeBpeMeHHoe BbisiBrieHne B 10O M3BECTHLIX YA3BUMOCTEN UMM HapyLLUEHNI

10
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nopsigka MCMNofib30BaHUS KOMMOHEHTOB CMNOcOBGCTBYEeT  onepaTUBHOMY
ycTpaHeHuno HepoctaTkoB B MO mnu paspaboTke KOMMEHCUPYIOWKNX Mep W,
COOTBETCTBEHHO,  CHWXEHWO  yrpo3  BesonacHocTn  mMHdopmMaLmu,
obpabaTbiBaeMou ¢ ncnosnb3oBaHuem [10.

4.5 Pagpa6GatbiBaemoe [1O, MO cpeabl (YHKLUMOHMPOBAHUSA? W
nporpaMMmHble cpefcTBa pa3paboTkm pasMellalnTcss B KOHTPONMPYEMOM
penoautopun paspabotyuka MO, Luenoyka NOCTaBOK KOTOPbIX NpeacTasfieHa

Ha pUCYHKe 1.

== C6opka MO

PaspaboTtumk NO

j===eeesecsscccccccccccccas .
' Cl/cD '
]
: Mpoeepkn MO: :
v |+ KomnozuumoHHsii aHanus !
.' ®  AHTMBMPYCHAA NPOBEpKa :

L}
MO cobcTaeHHOM H : 'y '
pa3paboTku 4 \
‘
'
L}
]

OtkpbiToe MO
MNponpueTapHoe MO

CtopoHHee 10

VS eccccecscsnceee - R L L L T T -

X TR YRR R R R Y PR R YRR YT E Y TN Y Y

|

KoHTponupyembln
peno3nTopuin

Mocrasnaemoe MO

smccccccccccccn,

Seessesee
PRI Y Y X

PucyHok 1 — Llenoyka noctaeku nporpamMmmMHoro obecneyeHus

4.6 B koHTponupyemom penosumtopumn paspabotumka MO xpaHATCA Kak
KoMmnoHeHTbl O cobcTBeHHOW pa3paboTku, Tak u cTtopoHHee [10. [Ons
xpaHeHna [1O mMoXeT ucnonb3oBaTbCsA Kak OAWH, TaK W  HECKOMbKO

pPeno3nTopueB.

2 Ecnin paspa6Gotumk MO BegeT pa3apaboTky HECKOMbKMX MPOrPaMMHBIX MPOLAYKTOB, B OTHOLLEHWM OHOTO 13
HMX JPYroi MNporpaMMHbIA MPOAYKT MOXET SABMSATbCS KOMMOHEHTOW cpedbl (OYHKLMOHWPOBAHWS UMK
CcpeacTBoM paspaboTku. Npvmep NepBor cuTyauun — Korga paspaboTyvk Hapsigy ¢ NMPUSIOKEHUAMWU BeaeT
pa3paboTKy onepaLoHHON CUCTEMbI, BTOPOI CUTyaLun — Koraa paspabaTbiBaeT KOMIUMNATOP.

11



roCTpP
(npoekm, nepsas pedakyusi)

4.7 Ncnonb3oBaHue B pa3paboTke nbon pasHOBUOHOCTU CTOPOHHErO
MO, TpebyeT ero pasmeweHUss B KOHTPONMPYEMOM pPEMNO3UTOPUM W
npoBeaeHus npoeepok 6ezonacHoctn MO.

4.8 TpeboBaHus K NOpsiAKy BHEOPEHUS U MPUMEHEHUS pa3paboTYnNKoM
NpoLEeCccoB KOMMNO3ULMOHHOIO aHanui3a O u npoBepkn koga Ha npeamer
BHeapeHust BpedoHocHoro [10 yepe3 uUenoYknm MOCTaBOK MNpUBEOEHbI B
pasgene 5.

4.9 OnncaHune KOMMNO3ULIMOHHOIO aHanusa " TpeboBaHus,
npeabsaBnsieMble K TEXHOMOMMAM KOMMNO3MLMOHHOIO aHanuaa, npuBeaeHbl B
pasgene 6.

4.10 TpeboBaHMs K  WHCTPYMEHTY  KOMMO3MUMOHHOIO  aHanusa
npuBeaeHbl B pasgene 7.

4.11 TpeboBaHUA K NepeYHI0 NPOrpaMMHbIX KOMMNOHEHTOB NPUBELEHLI B
pasgene 8.

4.12 lNpun OTCYTCTBMN OQHOIO0 UHCTPYMEHTA KOMMO3NLMOHHOIO aHanuaa
MO, oTBevalowero Bcem TpeboBaHusaM pasgenoB 6 u 7, OOMKEH
MCnonb30BaTbCA HAbOpP MHCTPYMEHTOB, B TOM YuCre — BXOAsSLME B COCTaB
cuctembl cbopku 10O, Hambonee nNOMHO YOOBMETBOPSAKOWMA AAHHBIM

TpeboBaHMAM.

5 TpeboBaHMA K nNopsAAKy BHeApPEeHUA U MNPUMEHEeHUA

KOMMNO3ULUUNOHHOIo aHasrinm3a nporpaMmmHoOro obecne4yeHus

5.1 nOpﬂAOK BbINOJIHEHUA KOMMNO3ULNOHHOIO aHasfin3a

5.1.1 BHegpeHne 1 npuMeHeHMe KOMMNO3UUMOHHOro aHanusa [10
COCTOMT N3 TPEX 3TanoB: 3aTan NoAroTOBKN BHEAPEHUS, aTan BHeAPEHUs, aTan
perynsapHoro npuMeHeHus1.

5.1.2 PekomeHayembli  NOpsSiAOK  BbIMNOSTHEHUS  KOMMO3WULMOHHOIO

aHanusa npwu paspabdoTke MO npuBeneH Ha PUCYHKe 2.

12
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Penoswropuii MexngHble kol
NPOTPAMMHBIX no
KOMIOHEHTOR

B5.0.0

MNK (SBoM)

Monyuekne
oTueTa o
NPOBEJEHHOM
aHanue

OxpyxeHe chopku

AHanus oTuéTa,
NPUHATUE MED

Mposepxa 1a
?%%l‘;ﬁg&z&mge j COOTBETCTEME opmupoBakne
MNK (SBoM) " MOHTHKE oTuera KAMO
GiezonacHocT
3anyck KANO OTnpasxa oTyeTa

no pacnucanmo v OTEETCTEEHHEIM

(pexyppeHTHas nuyam
nposepxa

MCXOAHBIX KOROB
wrn MK

- :
B/l vHCTpymeHTa D
KAMO:

ManuTii
YAIBAMOCTH 1 Ge30NacHOCTH
nUUEH3MM, paree OpraHM3ALKM
co3faxtbie MK

WHcTpymeHT KANO

PucyHok 2 — PekomeHayeMbivi MOPSA0K BbIMONMHEHUA KOMMO3ULMOHHOIO

aHalim3a pa3p860T'-IMKOM nporpaMmmHoOro obecneveHunsd

5.1.3 BbINnonHeHne KOMNO3NLMOHHOIo aHanm3a obecneunBaoT UHXEHEP
aBTomMaTtusaumm paspabotku O, nHxeHep 6e3onacHonm paspabotkn MO un
NHXXeHep-paspaboTtymk 0.

5.1.4 3anyck KOMNO3MLNOHHOIO aHanm3a OCYLLECTBNSAETCA KaK BPYUHYHO,
Tak U aBTOMaATUYECKW, Hanpumep, CpeacTBaMn CUCTEMbl HeENpepbiBHOW
NMHTEerpaumn.

5.1.5 KOMNO3MUMOHHbLIN aHanu3 NpomM3BoanT ckaHmpoBaHmne cbopok MO,
ncxogHbix koo MO 1 cBA3a@HHLIX C HUMW KOMMOHEHTOB, MOSlyYaeMbiX U3
KOHTPONUPYEeMbIX PpENO3UTOPUEB AN YCTAaHOBMNEHMS] COCTaBa KOMMNOHEHTOB U
nx Bepcui, ncnonbsyemoix B 10.

5.1.6 PesynbTat aHanusa BbipaxaeTtca B OpMUPOBAHNN HOBOIO W/Unun
oboraweHnn yxe CyLLECTBYIOLLErO NepeyHsi NporpaMmMHbIX KOMMNOHEHTOB.

5.1.7 Pa3zpaboTunk OormkeH cdopMmupoBaTb M Noagepxumesatb B
aKTyaribHOM COCTOSIHUN NepeYveHb NporpaMMHbIX KOMAIOHEHTOB, OTpaXKatoLmm
KOMMNOHEHTHbIN cocTtas [10.

5.1.8 Paspabotunk pormkeH obecneumBatb MPOBEPKY pesynbTaToB

KOMMNO3NLUMOHHOIoO aHarim3a Ha COOTBETCTBUE MOJIMTUKaM ©esonacHocTn B
13
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OTHOLLEHUN cTOpOHHero NO B aBTOMaTU3MPOBAHHOM UMM PYYHOM PEXMME U
dopmupoBaTb OTYET O pesynbTaTax NPOBEeAEHHOro aHanunsa.

5.1.9 Pa3paboTyunk [OMmMKeH MpPOM3BOAUTL YCTPaHEHUE BbISIBIIEHHbIX
npobnem u MNpUHATME KOMMEHCUPYIOLLMX MEpP Ha OCHOBaHWM OT4yeTa O
pesynbTatax KOMMO3ULNOHHOIO aHanuaa.

5.1.10 Pa3paboTuuk AOIKeH obecne4vnBaTtb HenpepbIBHOCTb
BbINOSTHEHUSA Mpouecca KOMMO3ULMOHHOIO aHanmsa Ha MNpPOTSXKEHUU BCEero
XW3HEHHOrO UMKna pa3paboTkn nporpaMmMHOro obecneyeHus.

5.1.11 B uensax 3awuTbl Lenovek noctaBku paspadotuunk MO co3gaeT n
ncnonbayeT B paspaboTke MO KOHTpONMpYeEMbIN PENO3NTOPUN apTedaKkToB C
NPOBEPKON BbINOMHEHUST NONUTUK 6€30MacHOCTM opraHmnsaumm B OTHOLLEHUM
paspabaTbiBaemoro [10.

[MopsiAoK opraHM3aunmn KOHTPONMPYEMOro peno3nTopusi aptedakToB

npuBeaeH Ha pUcyHke 3.

Peno3uTopuii

-
CTOPOHHMX
P —

ApPOTPaMMHbIX
KOMTMOHEHTOB

(apTechaktos)

BHeLLHWI Peno3uTopni
apTethakToB

MNepepaya
KOMINOHEHTA
Ha 3Arpysky

PazpelwmTs
3arpysky
KOMMOHeHTa

Monyuenne
pelueHua OKOHYaHWE

0 BO3MOXHOCTH X MCNONbL30BaTE 3anpoca
MCNONb30BAHNA KOMMOHEHT? KOMIOHEHTA
KOMMOHEHTa

Mpeasaputens
Hasn 3arpyska
3anpalvsaemo
TO KOMNOHEHTa

3anyck
aHanusa
KOMMOHEHTa

PaspelieHo

3anpoc
KOMMNOHEHTa

3anpetuTb
3arpyaky
KOMNOHEHTa

Peno3uTopuit KOMNOHEHTOB (apTedakTos)

Bosspar koaa
owmnbKku

W VHopmaLi

O HapyLIEHHbIX

nonuTMKax

Mposepka
KOMMOHEHTa Ha
----------------- cooTBETCTBUE
NOANTMKAM
opraHu3aL
NonuTukn

BesonacHocTh
opraHusaLpu

OtnpaBka
peluerus 06
MCNONbL30BAHMH
KOMMOHEHTa

=)

OTnpaska oTyeTa
OTBETCTBEHHbIM
nuLam

WHcTpymenT KANO

PucyHok 3 — PekomeHayeMbI MOPSA0K BbIMOMTHEHUS KOMMO3ULMOHHOIO

aHanu3a B OTHOLLIEHMM PENO3UTOPUS KOMMNOHEHTOB (apTedakToB)
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5.1.12 ConpoBOXOEHNE KOHTPONMPYEMOro peno3nTopusi apTedakToB
OOIKHbI  BBIMOMHATE  MHXEHEPbl  aBToMatmsaumm  paspabotkm 0.
OnpegeneHne nonutuk 6e3onacHOCTM MPOBeEpPKM apTedakToB HaxoauTcs B
30HEe OTBETCTBEHHOCTU MHXXeHepoB Be3onacHown pa3paboTtku MO.

5.1.13 KOMNOHEHTLI, pasMeLleHHble B penosuTopun aptedakTos,
OOSDKHbI NPOXOAUTL MPOBEPKY Ha COOTBETCTBME MONUTUKaM GesonacHoCcTU
opraHusaummn nepeq 1Ucnosib3oBaHMEM B npoleccax pa3paboTku unu cbopku
Mo.

5.1.14 Belbop ©Oe3onacHbIX K npuMeHeHuto Bepcun aptedraktoB 10

HaxoguTcA B 30HE OTBETCTBEHHOCTHU VIH)KeHepa-pa3p860T‘-II/IKa Mo.

5.2 TpeboBaHus K atany NnoAroToOBKMU BHeApeHus

KOMMNO3ULUMNOHHOIO aHanun3a nporpaMmmMmHoOro obecneyeHus

5.2.1 [JomkHOo BbITb Ha3Ha4YeHo nMuo (ogHO nnu 6onee), OTBETCTBEHHOE
3a opraHusauuilo BHeOpeHUst MNpoLecCoB KOMMO3MLMOHHOMO aHanus3a u
NpoOBEPKN Koga Ha npegMeT BHeOpeHUss BPedOHOCHOro MnporpaMmHOro
obecneveHnsa Yepes Lenodkn NoCTaBoK.

5.2.2 Paspabotunkom MO gormkHa 6bITb Npon3BegeHa UHBEHTapU3aLns
TEXHONOMN (A3bIKOB NPOrpaMMUPOBAHNSA, CUCTEM YNpPaBNeHNa KOMMOHEHTaMW,
MaKeTHbIX  9KOCUCTEM,  PEno3nTOpMeB  MNPOrPaMMHbIX  KOMMOHEHTOB,
peno3nTopmneB pa3paboTkn), NPUMEHSIEMbIX B opraHu3aumun. [ns onpegenexHuns
AA3bIKOB MPOrpaMMMpOBaHUs, Ha KOTopbIX HanucaHo MO, a Takke napameTpoB
N MHCTpPyMeHTOB cbopku MO, gomkeH GbiTb BbIMOIHEH aHanNM3 AOKYMEHTaLuMm
MO, a Takke aHann3 ncxoaHoro koga No.

5.2.3 Paspabotunk 1O pomkeH copmuposate [MMK gna Bcex
paspabaTtbiBaeMbIX 1 NOAAEPXKMBAEMbIX BEPCUIN NPOrpaMMHOro obecneyeHus.

5.2.4 B cooTBeTCTBUM C pedynbtatamu 5.2.2 n/vnn 5.2.3 AomKHbI ObiTb
NPUHATLI peLleHns 06 opraHM3aunmn KOHTPONMPYEMOro peno3nTopus, BKIToYas

peweHnsa o6 obecneyeHnn ero QYHKUMOHUPOBAHUS TEXHUYECKUMWU W
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nporpaMMHbIMW  cpeacTBaMn, WITATOM  SKCNIlyaTauMOHHOIO nepcoHana,
peweHna o paspaboTke pernameHtTa KOMMO3ULMOHHOro aHanusa [10,
BKIIOYAlOLLLEro rMpoBepKy Koda Ha npeaMeT BHeApeHust BpeaoHOCHOro
nporpamMmHoro obecnevyeHunst Yyepes LenoYkm NoCTaBoK.

5.2.5 PekomeHayeTcs  npoBecTM  npeaBapuTenbHyo  anpobaunto
WHCTPYMEHTOB KOMMO3MUMOHHOIMO aHanu3a Ha penpeseHTatmBHom [10,
oTpaxatLiem ocobeHHOCTN paspabaTbiBaeMoro u/munmM conpoBoOXOaemMoro
MO. MNMpu oueHke anpobupyemMbiX MHCTPYMEHTOB KOMMO3ULMOHHOIO aHanmnsa
pekoMeHayeTCcs ucnonb3oBaTb TpeboBaHUs, NpuBeadeHHbIE B pasaene 6. MNpu
BblbOpEe MHCTPYMEHTA KOMMO3ULMOHHOIO aHann3a pekoMmeHayeTcs Bolbupatb
ONs BHEOAPEHUS1 TOT, KOTOPbIA OTBEYaeT He TOmbKO 06s3aTefibHbIM, HO U

pekomeHaaTerbHbIM Tpe6OBaHI/IFIM.

5.3 TpQGOBaHVIFI K J3Tany BHegpeéHusa KOMNO3ULUMUMOHHOrIo

dHalin3a nporpaMmmMHoOro obecneyvyeHun

5.3.1 B opraHmsaummn gosmkHo 6biTb Ha3Ha4YeHo nmuo (ogHo unu donee)
OTBETCTBEHHOE 3a BbIMNOSIHEHME KOMMNO3MLUMOHHOro aHanusa. [ns pasHoro NO
MOryT ObITb Ha3HaYeHbl pasHble Nuua, oTBevarLme 3a:

- 3KCNyaTtaumio  KOHTPOSIMPYEMOro  pPernosnTopus, coaepXxawlliero
cTopoHHee [10;

- popmMpoBaHMEe WM PErynsapHyl0  akTyanusauuio  perfiameHTa
KOMMNO3MLUMOHHOIro aHanmsa;

- aHann3 OT4YETOB O HANMM4YMN U3BECTHbLIX YSI3BMMOCTEN B UCMNOSb3yEMbIX
KOMMOHEHTaX,;

- OTHECEHME  UCMONb3yEMbIX  KOMMOHEHTOB K  KOMMOHEHTaMm,
COCTaBNAILLNM NOBEPXHOCTb aTaKy;

- aHanM3 OTYEeTOB WHCTPYMEHTa KOMMO3ULMOHHOIO aHanus3a o

BbIMNMOJIHEHHbIX onepaunax;
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- onpedeneHne U NPUHSATUE KOMMEHCUPYIOLWMX U 3alUTHBbIX Mep Mo
NPOTMBOAENCTBUIO BbIABNEHHbBIM Yrpo3am 6e30MacHOCTU B LienoYKe NoCTaBKu
nporpamMmHoro obecneyeHms.

5.3.2 OTBETCTBEHHbBIM JIMLOM LOSMKHbI ObiTb BbIMNOSIHEHbI: MNOArOTOBKA
cpedbl (PYHKUMOHMPOBAHUS, YCTAaHOBKA WHCTPYMEHTA KOMMO3ULMOHHOIO
aHanumsa B cpefy OYHKUMOHUPOBAHUS W €ro MHTerpauuMss co CMEXHbIMU
cuctemamm (COopoYHble cpeabl, PENO3NTOPUN NPOrPaMMHbBIX KOMMIOHEHTOB U
penosnTopun paspaboTkn).

5.3.3 OTBETCTBEHHbBIM NNLOM AOMKHbI ObITb BbIMOJSTHEHDI:
dopmupoBaHue rnepedHen nporpaMmHbix  KomnoHeHToB  ([MK) ans
paspabatbiBaemoro 10O, ana chopmmpoBaHHbix MNIMK cobpaHa nHdopmauus
n3 6a3 ysa3BMMOCTEM W MHbIX WCTOYHUKOB, MpoBedeHa oOuleHKa (aHanua)
cobpaHHOM wuHGOpMaUMM ONa  Nocrenylwero  YTOYHEHUS  MOMUTUKK
6esonacHocTw.

5.3.4B opraHusauum pomkHa OblTb cdopmupoBaHa NOMAUTUKA
B6esonacHocT B OTHOWweHUU ctopoHHero [10O. lMonutuky pekomeHayeTcH
BKNOYaTb B perfiameHT KOMMNO3MUMOHHOro aHanusa. lonutuka MoxeTt ObITb
chopmynupoBaHa 1 BKITHOMEHA B MHbIE OpraHM3aUnoHHO-pacnopaguTeSibHbIe
OOKYMEHTbI opraHu3aumn. B nonutmnke aomkHbl 6bITb onpeaeneHsbi:

- NoOpsoOK BblIbOpa HoBoro ctopoHHero 1O (nopsgok MoxeT ObITb
OnucaH B pamMKax MPUHLMMNOB NPOEKTUpOoBaHMUSa apxuTtekTypbl MO 1 BKoYeH
He B perrnamMeHT KOMMO3MUWMOHHOIMO aHanu3a, a WHble OopraHM3aunoHHO-
pacnopsanTenbHble JOKYMEHTbI OpraHnsaumn);

- 06WMn  nNopsiAoK  3KchnnyaTauum  KOHTPOSMPYEMOro  Peno3nTopus
(mopsgok  MoxeT ObiTb  onuMcaH B OTAENbHbIX  OpraHn3auMOHHO-
pacnopsaanTenbHbIX JOKYMEHTax opraHusaummn);

- KPUTEPUN OTCIEXMBAHUA YA3BUMOCTEN W NULEH3MOHHOW YUCTOTbI
KOMMOHEHTOB, y4acTByloLwmnx B coopke MO;

- NHble  KpUTepun, YyudnuTbiBalOLmMe OCODEHHOCTU  UCMOSNb30BaHUS

cTopoHHero MNO;
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- KpUTEPUN  pearwpoBaHWs Ha  pesynbTaTbl  KOMMO3ULIMOHHOIO
aHanusa, onpegenswwme BpeMs peakuum OTBETCTBEHHOMO Nuvua N BPeEMS
BbIMNOSTHEHUSI AENCTBUI MO YCTPAHEHUIO BbISIBIEHHbLIX HAPYLUEHUA MOSIUTUKN
B6e3onacHoCT unn paspaboTke KOMNEHCUPYIOLLUX Mep;

- KPUTEPUN PETYNAPHOM NEPENPOBEPKM HAXOOALLEroca B SKCNyaTauum
MO Ha npegmMeT HanuumMsa HOBbIX Yrpo3 6e3onacHOCTU B WUCMONb3yeMbiX
KOMIMOHEHTaXx, a TakKe PerynsapHoOCTb U NEPUOANYHOCTb TaKkon NnepernpoBepPKU.

5.3.5 Paspabotumky NO pekomeHayeTca onpeaenntb AONOSNTHUTESNbHLIE
npasuna n KpUTepum NONIMTUKN BE30NaCHOCTMU:

- KOUTEPUN  PETYNSAPHOM  MNEPENPOBEPKN  HaNM4MA  KOMIMOHEHTOB,
yKasaHHbIX B paHee copmupoBaHHbixX MK, B penosntopmmn nporpamMmmHbIX
KOMMOHEHTOB;

- paBuria OTCMEXMBaHUA BKIHOYEHUA CTOPOHHUX KOMMOHEHTOB B
COBCTBEHHbLIM KOO W WX MepeMeleHne B Peno3uTtopuin NporpaMmmHbIX
KOMMNOHEHTOB WM  peno3utopum pas3paboTkn, B OTHOLUEHUM KOTOPbIX
NPUMEHSETCA KOMMNO3ULMOHHbBIA aHanus,;

- paBusia WUCMNOSIb30BaHUA WHCTPYMEHTa, MUHUMU3UPYOLWME npaBa
OTBETCTBEHHbIX NN, OpraHn3aumnmn npyv B3anMogencTsmm ¢ MUHCTPYMEHTOM.

5.3.6 Nopagok akcnnyatauum KOHTPOSIMPYEMOro peno3nTopus OOJDKEH
obecnevnBaTb HEBO3MOXHOCTb UCMNOSIb30BaHUA B pa3spaboTke MO cTopoHHero
MO, «koTOpoe He npowrno YycrnewHo Becb Komnsiekc nposepok [10,
NPeayCMOTPEHHbIX  pernamMeHTamMm U1 MHbIMKM  pacnopaguTeSibHbIMK
OOKyMeHTamu paspaboTyunka.

5.3.7 B OTHOLLEHMM KOHTPONMPYEMbIX peno3nTopmeB (pa3paboTku u/unm
apTtedaktoB) OOMMKHO MNPUMEHATbLCA pPE3EepPBHOE  KONMPOBAHWE  BCEW
HaxoasLwencsa B HUX MHdopmaLunu.

5.3.8 KoHTponvpyemMbii peno3mtopuin MoxeT BbiTb cO3aH Kak B BUAE
OTAENIbHON CUCTEMBbI, TaK U B COCTaBe YXe CYLeCTBYIOLLNX peno3MTopues,

dYHKUMOHMPYIOWMKMX Y pa3paboTynka.
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5.3.91na 3anMMcTBOBaHHbLIX KOMMOHEHTOB [10, mMOMELWEHHbIX B
KOHTPONMPYEMbI PENO3NTOPUN, OOSMKHbI BbINOMHATLCSA KOMMO3ULMOHHBINA U
CTAaTUYECKUA  aHanu3  UCXOOHOro  Koda,  [AOMKHbl  BbINOMHATLCA
dyHKUMOHanbHble TecTbl. OAna npuenekaemoro MO AomkeH BbINOSHATLCS
KOMMO3ULMOHHbLIM  aHanun3. [lpn  pasmMeweHMn B KOHTPONMPYEMOM
pPeno3nTopmMm UCNOSTHAEMOrO UNWU MHTEPNPETUPYEMOTO KoAa, NoSTy4eHHOro 13
BHELLHNX MCTOYHUKOB, OH AOJKEH MPOXOANTb aHTUBUPYCHYHO npoBepky. [ns
ctopoHHero 10O, pasmMeliaeMoro B KOHTPONMPYEMOM Peno3vTopum, MOryT

BbIMOJTHATBCA N UHbIE BUObl NMPOBEPOK.

5.4 TpeboBaHMa K 3Tany perynspHoro npuMeHeHus

KOMMNO3ULUMNOHHOIo aHanun3a nporpaMmmMmHoOro obecneyeHus

5.4.1B uUensax CBOEBPEMEHHOIO BbIABIEHUS  YSA3BUMOCTEM W
ocobeHHocTen cTopoHHero 1O komnoHeHTOB, paspabotumk 1O gommkeH
perynspHoO BbINOJSTHATbE KOMMO3ULUVOHHBIA aHanu3 Ha MPOTSXKEHUU BCEro
XunaHeHHoro uwmkna [MO.

5.4.2 JomkHo OblTb 0b6ecnevyeHO BbISIBfIEHWE HapyLUEHUA MOMUTUK
BesonacHocTu:

- Npu npoBepke cbopkn paspabaTsiBaemoro MO n popmuposaxHum MIK;

- npu nposepke cdhopmmpoBaHHoro MNMI1K;

- NPV aHanu3e oTAeNbHOro KOMMNOHEHTA.

5.4.3 OTBETCTBEHHOE NULO OpraHmsaumm OOSMKHO O3HAKOMMATLCA C
pesynbTatamM  KOMMO3UMUMOHHOIO aHanmsa B  TEYEHWEe  BpPeEMEHMH,
onpeaesieHHoro perfiaMmeHToM KOMMNo3nLMOHHOIo aHannaa.

5.4.4 OTBETCTBEHHOE §ULO OpraHu3aumnm AOOSHKHO Oonpeaenstb WU
NPUHMMATb KOMMNEHCUPYOLLME WU/UNKN 3alUNTHBLIE Mepbl MO NPOTUBOAEUCTBUIO
BbIBNEHHbIM yrpo3aMm ©6e30nacHOCTU B LEMNOYKE MOCTaBKM CTOPOHHUX
KOMMOHEHTOB Mpu NOAroTOBKE o4epeaHon Bepcun paspabateisaemoro 10.

5.4.5 OTBETCTBEHHOE NULIO OpraHn3aLnmy SOIMKHO PerynapHo npoBepsiTb

Halindyne mn3BECTHbIX yF|3BI/IMOCTeI7I B UCMNOJIb3yEMbIX KOMIMOHEHTax ¢
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dopmupoBaTb OTYET NPU HapyLUEeHUM NonnTukM 6e3onacHoOCTU B npouecce
pa3paboTku nnm conposoxaenusa NO.

5.4.6 Paspabotunk [1O pomkeH aBToMaTtuauMpoBaTb npoueaypy
noctpoenusa MMNK n nposeaeHne aHanusa. Noeepky TpeboBaHMN NONUTUKK
BGesonacHoCTN pekoMeHAyeTCAa aBTOMaTM3NpOBaTb. ATOT MPOLECC MOXET
ObITb HACTPOEH Kak cpeacTBamMyv UHCTPYMEHTA KOMMO3MLUMOHHOroO aHanuaa,
TaK 1, Hanpumep, ¢ UCMNOSIb30BaHNEM CUCTEMbI HEMPEPLIBHOW MHTErpauumn u
TecTuposaHus 0.

5.4.7 PaspaboTtuuk MO gormkeH BKAOYaTb B NPOLECC KOMMNO3ULIMOHHOIO
aHanu3a KOMMOHEHTbI, COCTaBnAlLWMe NOBEPXHOCTb aTaku, A0 COOpKM mMnu
Npw OCYLLLECTBEHNN COOPKMX, a TaKkKe Ha NPOTSHXKEHUN XKn3HeHHoro umkna MoO.

5.4.8 Paspabotunk MO gomkeH npoBOoAUTb KOMMO3ULMOHHbLIM aHanms
KoMroHeHToB 10, nony4yaemMbIx N3 peno3nTopus NporpaMmMHbIX KOMMOHEHTOB.

5.4.9 Paspabotuunk MO OomKeH conpoBOXaaTh KaXKay BblMyCKaeMyto
Bepcuto N0 ceoum IMI1K.

5.4.10 Paspabotuuky O pekomeHOyeTCs BbIMOMHATL MNEpPenpoBEpKY
paHee BbinyLleHHbIX Bepcun 1O Ha Hanuyme HOoBbIX Yrpo3 6e3onacHoOCTU B
CTOPOHHUX KOMIMOHEHTAaX.

5.4.11 Paspabotuuky O pekomeHOyeTcs OTCrexuBaTb KOMMOHEHTHI,
ncnonb3dyemble B COOPOYHLIX Ccpedax, pPeno3nuTopusx MNporpaMMHbIX
KOMMOHEHTOB 1 peno3ntopusx paspaboTku.

5.4.12 KoH(purypauma ” HaCTpOMKM  napameTpoB  MHCTPYMEHTa
KOMMO3MLUMOHHOIO  aHanu3a [dOJfbPKHbl  PerynisipHo  nepecmaTpuBaTtbCs.
[MepecMOTp pekomeHOyeTcA  MpoBOAUTbL  MNPU  U3MEHEHMM  cocTaBa
aHann3npyeMmbIX A3bIKOB NMPOrpaMMUpPOBaHUs, HoTauuMin (BepCcuin) MaHNGEeCToB
CUCTEM YNpaBrieHNs1 KOMMOHEHTaMMU, BbIXOAE HOBbIX BEPCUA UHCTPYMEHTA
KOMMNO3MLUMOHHOIro aHanmsa.

5.4.13 JomkeH OblTb obecnedyeH perynapHbii NepecMoTp MOMUTUKA
Ge3onacHOCTW, CPOK TaKkoro nepecMoTpa [OOSDKEH  onpenenaTbes

pernameHToMm KOMno3nunoHHOro aHanumaa, npuHATOro B opraHn3aLunn.
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5.4.14 Paspabotunk 10 pgomkeH obecneunBatb  TpeboBaHuSA
MHOPMaLMOHHOM 6esonacHocTu B OTHOLLEHUU pe3ynbTaToB

KOMMNO3NLUMOHHOIo aHarnm3a.

6 TpeGoBaHMA K TEXHONOINrMAM KOMMNO3ULMOHHOIO aHanusa

nporpaMmmMHoOro obecne4veHus

6.1 Komno3numoHHbin aHanusa MO kak TeXHOnormsa BKNYaeT B ceds:

- BbISIBNIEHNE 3aMMCTBOBAHUMA M WOEHTUPUKAUNIO KOMMOHEHTOB B
cocTtaBe [10;

- NOCTPOEHNE NepeydHs NnporpaMmHbIX kKoMnoHeHToB ([M1K);

- oboraweHune MK n ero aktyanuaauuio;

- onoBeLleHne O BbisiBrIEHHbIX B 10 ya3BMMOCTAX U HexXenaTenbHbIX
0COOEHHOCTAX UCMOSb30BaHMUSA KOMINOHEHTOB.

6.2 CxemaTn4HO KOMMO3NLMOHHBLIN aHanua MO nokasaH Ha pUcyHke 4.

B
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PucyHok 4 — TexHonorna KoMno3numMoHHOro aHanmnsa nporpaMmmMHoOro
obecneyeHus

6.3 BxogHbIMM [aHHbIMX AN KOMMO3ULUMOHHOIO aHanuia SBNAKTCH
dannel MO n meTanHpopmaumnsa aTnx annos.
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6.4 VcxogHbln ko aHanusnpyemoro MO nepeBoanTcs BO BHYTPEHHEE
npeactaeneHme. KoMNosMuMoHHbIN aHanms3 BbIABNSIET BKIIIOYEHUE B COCTaB
MO (3anmcTBOBaHWE) HA YPOBHE:

- KOMMOHeHTa (MPOorpaMMHOro naketa) B NOSIHOM COCTaBE;

- OTAENbHbIX ddansioB 3aMMCTBOBAHHOIO KOMIMOHEHTA;

- OTAENbHbIX )parMeHTOB Kogda 3auMCTBOBAHHOIO KOMIMOHEHTA.

6.5 YpoBHM nepeyvncrnieHbl B Nopsiake BO3pacTaHUs TEXHOMOMMYeCcKou
CITOXKHOCTM KOMMNO3MLUMOHHOIo aHanmsa.

6.6 KOMNO3MUMOHHBIN  aHanuM3 [OOSMKEH MO3BONATb OBHapyXmBaTb
BKNtoyeHne B coctaB [10 (3aMMmcTBOBaHME) Ha YPOBHE KOMMOHEHTa
(MporpamMmMHoOro nakerta) B NOSIHOM COCTaBe.

6.7 na BbiABNEHUS U naeHTuuKkaumm KOMNOHEHTOB KOMMO3ULIMOHHbIN
aHann3 wucnonb3yet 6a3y 3HaHMWA, B KOTOPOW COAEPXKUTCA OnNMcaHue
KoMnoHeHToB. OnucaHne nosBonsdeT MAeHTUPUUMPOBATbL KOMIMOHEHT U €ero
Bepcuto.

6.8 AHanorMyHo craTn4yeckomy aHanuady, KadecTBO KOMMO3WULMOHHOIo
aHanus3a npu BbIIBIEHMM 3aUMCTBOBaHUN U naeHTudukauum coctasa 10
onpenensieTca TpemMsa XxapakTepUCTUKamu: OOonen JOXKHOOTpULaTeNbHbIX
cpabaTbiBaHUN, OOMNENn JOXHOMOMOXUTENbHbLIX CpabaTbiBaHUA, CKOPOCTbHO
aHanusa.

6.9 OwnboYHbIN Nponyck ctopoHHero 0, Ha camom aene BKAYEHHOro
B cocTaB paspabaTtbiBaemoro [10 gBnsieTca noXHOOTpUUATENbHbLIM
cpabaTtbiBaem.

6.10 OwmnboyHoEe BKMNHOYEHNE B COCTaB KOMMOHEHTOB, HeMnpaBuibHas
noeHTuduKaumss BEepCUM KOMIMOHEHTa SBMSAETCA NOXHOMOSIOXKUTENBbHBIM
cpabaTtbiBaHNEM.

6.11 No pesynbTaTam BbISBIIEHUS 3aMMCTBOBaHUA U NMAEHTUGMKALUK
cocTaBa 10 KOMNO3NUMOHHBIA aHanua cTpouT nepsuyHbIn MK,

6.12 icxoga wn3  wnHdopmaumm 00 M3BECTHbIX YSA3BMMOCTAX U

HeXelaTerllbHbIX 0cobeHHOCTAX MCNoJib30BaHNA KOMIMOHEHTOB,
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KOMMNO3MUMOHHbLIN aHanu3 oborawaet lMNIMK. MHdopmaunsa 6epetcs ns dassbl,
arpermpyrowen 3HaHusi O paHee BbISIBMIEHHbIX ys3BMMOCTAX. Cogepkumoe
6a3bl 3HaHUI HakanIMBaeTCH KakK 3a CYET BHELLUHUX MCTOYHMKOB, 6a3 AaHHbIX
YA3BUMOCTEN, TaK M MyTEM CaMOCTOATENBbHOIO BbIABNEHMS M aHanusa
YA3BUMOCTEN: MOCPEACTBOM  UMHCTPYMEHTaNbHOMO KOHTPONs Koda u
KOHpurypaumn 1O, akcnepTMsbl Koda, aHanutudeckon paboTbl C
TeMaTU4YECKMMWN UCTOYHMKAMM.

6.13 basbl 3HaHWMN C oOnNMCaHMEM KOMMOHEHTOB W WHMoOpMaumen o6
YA3BUMOCTSIX MOryT ObITb Kak COBMELLEHbI, TaKk U pasgerneHbl. [lepBunyHbIn
MK mMoxeT He BblgaBaTbCs MNOSb30BATESNO, OOMYCKAETCHA TEXHOMOrMYeckoe
YCTPOMCTBO KOMMO3WLUMOHHOIO aHanusa, korga nepsoe oborauweHne MK
NPOBOANTCA cpa3sy Mocre ero NOCTPOEHUS.

6.14 Ob6oraweHune IMMNK gomkHO BKMoYaTb COOTHECEHMe uHopmMauum
00 yA3BMMOCTSIX M HexenaTenbHbIX 0cOB6eHHOoCTsIX ¢ cocTaBoM 10 u ero
BHYTPEHHEN  CcTpykTypon. CoOOTHeceHMe  UHGOpPMaUUKM  MoKasbliBaeT
BO3MOXHOCTb peanu3auumy ya3BuMOCTU KOMMNOHEHTA B KOHKPETHOM KOHTEKCTe
3aMMCTBOBaHMSA U NPUBIIEYEHNST KOMMOHEHTA.

6.15 KayectBO  KOMMO3WLUMOHHOIO  aHammMsa npu  COOTHEeCEeHUn
MHdopMaLnK onpegensietcd Tpems XapakTepucTuKkamu: aonen
NOXHOOTpMUATENbHLIX  cpabaTbiBaHUW, AOO0NEN  JNTIOXKHOMOMNOXUTESbHbIX
cpabaTtbiBaHUN, CKOPOCTbLIO aHanmaa.

6.16 OWNBOYHBIN BbIBOL O HEBO3MOXHOCTU peanusaummn ysa3sBUMOCTH
CTOPOHHErO0 KOMMOHEHTA B pamkax paspabatbiBaemoro [10, nponyck
HexXenaTernbHOM 0CODEHHOCTH NCNonb30BaHUA ABNATCA
NOXHOOTpMUAaTENbHbIM cpabaTbiBaHMEM.

6.17 OwmnboyHoEe nNpeanonoXeHne O BO3MOXHOCTM peanu3auuu
YA3BMMOCTU CTOPOHHEro KOMMOHEHTa B pamkax paspabatbiBaemoro [10,
owmnbovHoEe MpeanonoXeHNe O Hanuuuu HexenatenbHoM 0CcObeHHOCTU

MCMOJIb30BaAHUA ABJTAKOTCA JTOXHOMNOJNMOXNTESIbHBbIM Cpa6aTbIBaHVIeM.
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6.18 Ob6orawyeHHble MNIMK akTyanuanpyoTcs — KOMNO3ULMOHHLIWM aHanms
NoBTOpPHO oOOpalwlaeTcs B 6a3y 3HAHUN, COOEPKUMOE KOTOPOM MOXKET
OOHOBUTLCS.

6.19 No pesynbTatam oboraweHna (aktyanusaumm oboraiueHus) MK
KOMMO3WULMOHHLIM aHanu3 pacchbifiaeT onoseweHns O BblsiBNIEHHbIX B [10
YA3BUMOCTSX n HeXxenaTtenbHbIX  0COBEHHOCTSAX NCNONb30BaHUA
KOMMOHEHTOB.

6.20 B npouecce KOMMO3MUMOHHOINO aHanu3a AOOoSHKHA BbINOMHATLCS
naoeHTudmkaumns ctopoHHero MO v ero Bepcuin npm ckaHnpoBaHum coopok MO,
00Opa3oB KOHTEMHEPOB, UCXOOHbLIX KOOOB U CBSA3aHHbLIX C HUMWN apTedaKkTos,
Tpebyembix ans cbopkn. B coctaB peanuayembix METOOOB MAEHTUdMKALMA
OOMKEeH OblTb BKMAOYEH aHanuM3 MaHMMECTOB CUCTEM  yrnpaBreHus
KOMMOHEHTaMK, TakkKe peKoMeHOyeTCa BKMYaTb creaylwme MeToabl
aHanuaa:

- aHanu3 KOMMNOHEHTOB B OKpYXeHunn cbopoyHomn cpeasl M0;

- aHanM3 KOMMOHEHTOB B OKPYXXEHUN cpeabl PYHKLMOHNPOBAHUS;

- aHanu3 ¢ ngeHTudmKaumen KOMMNOHEHTOB MO X3LU-KoaaMm;

- aHanu3 YaCTUYHbIX BKNOYEHN KOAA 3aMMCTBOBAHHbLIX KOMIMOHEHTOB B
ncxoaHbin kopa MO;

- PEKYPPEHTHbBIN (TPAH3UTUBHLIN) aHanM3 BbISIBIEHHbIX KOMMOHEHTOB B
Lenax naeHtTudukaumm noagKOMNOHEHTOB;

6.21 KOMMNO3MUMOHHBLIN aHann3 OOfKeH arpernposaTb B 6ase 3HaHWM
MHdOpMaLUIO U3 NYBANYHO-OOCTYMNHbIX 6a3 AaHHbIX M3BECTHbIX YSI3BMMOCTEWN.
B kauecTBe TakoBbIX paccMaTpmBaeTcs ogHa (MM HECKOSbKO) U3 CrieayoLmx
6a3: bAY, NVD, OSV, O0OSSIndex, GHSA un wuHble. PekomeHayeTcs

nogaepXxuBaTb nonyyeHne ceegeHnn ns by.

6.22 B npouecce KOMMO3ULMOHHOIo aHanuaa JOIMKHbI
naeHTndpuunpoBaTbCA 0cobeHHOoCTH NCMNONb30BaHUA CTOPOHHUX
KOMMOHEHTOB.
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6.23 Npun cooTHeceHun ¢ coctaBoM O 1 ero BHYTPEHHEN CTPYKTYypou
MHGOpMaUuM 06 YA3BUMOCTAX PEKOMEHOYETCA YTOYHATb LOCTMXUMOCTb
YA3BUMbIX METO0B B CTOPOHHUX KOMMOHEHTax NoCpeacTBOM aHanusa rpadga
BbI30BOB (DYHKLINNA.

6.24 Mpwn oboraweHum MNIMK pekomeHayeTcss aBToMaTUYECKM NPOBEPSATH

MO Ha cooTBETCTBUE NPUHATBIM NOJIUTUKaM ©e3onacHocTw.

7 Tpe6oBaHUS K MHCTPYMEHTY KOMMNO3MLIMOHHOIO aHanus3a

nporpaMmmMHoOro obecne4veHus

7.1 IHCTpyMeHT OOIMKeH obecneunBaTtb doopmmpoBaHme,
aKkcrnopTuposaHne n nmnoptuposaHune MNIMNK B OTKPbITOM MalMHOYUTAEMOM
dopmaTte, Ond BO3MOXHOCTM MCMOMb30BaHMs WHCTpymMeHTa B cocTaBe
KOMMJIEKCOB CPeAcTB pa3paboTKn U B cUCTEMAX HEMNPEPLIBHOW UHTErpaunu.
B KayecTBe TakoBbIX MOXET paccMmaTpmBaTbCAd OOWH U3  CrefyroLlmx
dopmatoB: dopmaT lNpunoxeHns A Hactoswero ctaHaapta, CycloneDX u
WHbIE.

7.2 IHCTpYyMEHT  OoSfmkKeH UMMeTb  MeXaHM3M  aBTOMaTU4ecKoro
oboraweHua MNMMNK ceegeHnammn o6 N3BECTHbIX YA3BUMOCTSX U NIULEH3USX.

7.3 IHCTpYMeHT JOrmKeH noanepKmBatb aHann3 MaHuMdecToB CUCTEM
ynpaBreHns KOMMOHEHTaMK, NPUMeEHsIEMbIX nNpu paspaboTtke O, B uenax
BbISIBIEHUS COCTaBa CTOPOHHMX KOMMOHEHTOB M onpeaesieHnsi OTHOLLEHWUN

MeXxay KOMMoOHEHTaMN.

MprmeyaHue — MNprumepammn cuctemM ynpasneHus KOMNoHeHTaMu siensaTcsa: Maven,
Gradle, NPM, NuGet, pip, Poetry, RubyGems, Cocoapods, Packagist, Go, CONAN u nHble.

7.4 VIHCTpYMEHT [OMKeH nogaepXuneatb aHanm3 obpasoB KOHTEMHEPOB
ana MO, noctaBnsoWEerocs B KOHTEMHEPHOM WCMOMNHEHUW. WHCTpymeHTy
pekoMeHayeTCca npovM3BOAUTL aHanma3 BCEX [OOCTYMHbIX CNoéeB obpasa

KOHTEenHepa.

MpumevaHne — T[lpumepamn opmaToB 00Opa3oB KOHTEMHEPOB SBMSAOTCS
OCI n Docker.
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7.5 IHCTpyMeHT p[ofmkeH obecneymBatb (OPMUPOBAHME OTYETOB
O HanMynm WU3BECTHbIX YA3BMMOCTEW B aHanu3vpyemblX KOMMOHEHTax.
NHCTpymMeHT pgorkeH obecneuvBatb (opMMpoBaHWE HacTpauMBaeMbIX
OTYETOB O BbIMOSIHEHHbIX ONepauusx: AaTta U BpeMs Havyana aHanuaa, cyobekT
goctyna (MaeHTudukaTop YYeTHOW 3anmcu nonb3oBaTend wunuM npolecc
MHCTpyMeHTa), 06BEKT AOCTYyNa, Coaep)KaHne perncTtpupyemMmon nHgopmaumn,
ONUTENBHOCTbL onepaumn (ecrnv NpUMMeHuUMo).

7.6 IHCTpYyMEHT [OomKeH uMeTb (PYHKUMOHANbHOCTL OnoBeLeHnd
O 3aBepLUeHun n pesdyrnbTatax aHanusa. IHCTpymMeHTy pekomeHayeTcs UMeTb
PYHKUMOHANbHOCTL  OMOBELLUEHUA MO MPOTOKOMY 3MEeKTPOHHOW MOYThI.
MHCTPYMEHT MOXeT uMeTb (QYHKLUMOHANbHOCTL OMOBELLEHUS MO UHbIM
NPOTOKOSIaM U UHbIMK criocobamu.

7.7 IHCTpyMEHT  [OJMKeH npegoctaBnate  MHopmaumo 06
YA3BMMOCTSX, COAEPXKALLYI0 Kak MUHUMYM criegytolime cBeaeHus: nyonnyHbIn
NOeHTUgPMKaTop YA3BMMOCTU, ONMCaHNE, OLLeHKa KPUTUYHOCTU, NPU Hanmn4mm
TaKoOBOW.

7.8 IHCTpyMeHT fOormkeH nognepxmpaTb BO3MOXHOCTb aHanuia [MI1K.
NHCTpymMeHTy pekomeHayeTca nogaepXuBaTtb BO3MOXHOCTb 3arpy3ku [1MK
dopmata [NpunoxeHns A HacToswero craHgapTa, 3anycka U nosfyyYeHus
pe3yfibTaToB aHanmuasa MriK, nonyvyeHus nHdpopmauum o]
perrnameHTUPOBaHHbIX NOSIMTUKaMN 6e30nacHOCTUN COObITUSIX.

7.9 HcTpymeHTy  pekomeHgyetca umeTb  API,  noBTopsawoLwmmn
dyHKUMOHAsbHbIE BO3MOXHOCTU, OOCTYMHblE B MHTepdence nosib3oBartesis
Un B peXnmMme KOMaHOHOW CTPOKW, ONA BO3MOXHOCTW BCTpaMBaHUS B cpeay
paspaboTku 0.

7.10 IHCTpYyMEHTY pekomeHayeTcd noagepXmBartb  BO3MOXHOCTb
aBTOMaTmyeckoro noctpoeHus [IMK no pesynbtatam WHBEHTapu3auuu

OOCTYMNHbIX PENO3NTOPMEB pa3paboTKu.

MpumeyaHue — lNpumepamu cuctem xpaHeHus penosutopues asnsoTcs: GitFlic,
GitVerse, Gitlab, Github, Bitbucket n unble.
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7.11 IHCTpyMeHTY pekoMeHayeTcs nogaepXxmBaTb aHanums

KOMIMOHEHTOB, XpPaHALLNXCA B PENMO3NUTOPUAX NpOorpaMmMHbIX KOMIMOHEHTOB.

MNpumevyaHne — B kavecTBe peno3anTOpMeB MNPOrPaMMHbIX KOMMOHEHTOB MOryT

paccmatpuBatbes: Sonatype Nexus Repository Manager, Harbor, Gitlab, JFrog Artifactory.

7.12 NHCTpyMeHTY pekomeHayeTcs obecrneymBaTb NPOBEPKY CTOPOHHUX
KOMIMOHEHTOB Ha HanmymMe B HUX KOMMPOMETUPYIOLMX KOHCTPYKLMIA COrflacHO
ncrnonb3yemMmbiM 6asam JaHHbIX yrpo3 6e3onacHOCTU MHGOpMaLmK.

7.13 HCTpyMeEHTY pekomeHayeTcH BblAaBaTb pacLUMPEHHYIO
ONarHOCTUKY, YKasblBasi BEPCUIO 3aMMCTBOBAHHOIO KOMMOHEHTA, CBOOOAHYO
OT BbISABNIEHHOW YA3BMMOCTW, NPU HaNM4mMm TakOBOW.

7.14 HCTpyMeHTy pekomeHayeTcs obecneuynBatb ¢opMmnpoBaHue
rpaca 3aBUCMMOCTEWN CTOPOHHUX KOMMOHEHTOB. NHCTpYyMEHTY
pekoMeHOyeTCAa BHOCUTb WHdOpMauuio CcPOpPMUPOBAHHOINO rpada B
dopmupyembin MNI1K.

7.15 IHCTpyMeHTy peKoMeHayeTCa UOeHTUOMUMPOBaTb BKIHOYEHUE
CTOPOHHUX KOMMOHEHTOB B WCXOAHOM Koae paspabatbiBaemoro 10O wu
y4YnTbIBaTb BbIABNEHHYIO MHopMmaumio B gopmupyemom MK,

7.16 IHCTpyMeHTYy pekoMeHOyeTca noaaepXuBaTb HaCTPOMKY WU
OTCNnexvBaHue KputepueB NONUTUMK 6e3onacHOCTM Ha YPOBHE OpraHusauuu,
€€  CTPYKTYpHOM nogpasgeneHum U OTAEenbHO BblGpaHHOM
paspabatbiBaemoM 1O uMnM nx COBOKYMHOCTW, a Takke ANA pasgenbHbIX
cTaguin Ncnosib30BaHNA CTOPOHHMX KOMMOHEHTOB.

7.17 IHCTpyMeHTY peKkoMeHayeTCcs noaaepXuBaTb HaCTPOMKY WU
OTCNeXuBaHWe KpUTEPUEB MNOMUTMK ©e30MacHOCTU MO OTHOLWIEHMIO K
MHOPMaLUUKM O BbISIBIEHHbIX YA3BUMOCTAX U APYrMX aTpubyTtax, CBA3aHHbIX
CO CTOPOHHMM KOMIMOHEHTOM: Ha3BaHWe, Bepcusi, aBTOp, AaTa BbiMycka
(BO3pacT) M JIMLUEH3MOHHOE CcorfawleHne, B TOM 4ucre COBMECTUMOCTb
nnueH3nn paspabatbiBaemoro MO ¢ nnMueH3nsMn Bcex ero KOMMOHEHTOB.

7.18 IHCTpyMeHTy pekomMeHayeTcs obecneunBaTtb

MHOrononbL30BaTENbCKUN AOoCTyn nonb3oBaTenemn MHCTPYMEHTA K obbekTam
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(nepeveHb [MMK, nepevyeHb BLISBIEHHbLIX KOMMOHEHTOB, YS3BMMOCTEN W
NUUEH3MI) U HAaCTpPoWKaM MHCTPYMEHTa C pa3rpaHuyeHMemM npas SOCTyna.

7.19 NHCTpyMeEHT gormkeH obecneymBaTb pPeErmcTpaumio BbIMONHAEMbIX
onepaunn. Pernctpaumsa OoOfmKHa OCYLECTBNATbCA ANA BCEX BbIMOMHAEMbIX
onepaumn, HeobxoanMbIX AN ANarHOCTUKN paboTbl MHCTpyMeEHTa, BKOYas:
npoBefeHne aHanmsa CTOPOHHUX KOMMOHEHTOB C OTMETKOW O COBepLUEeHUU
onepaumn, €€ OnNUTenbHOCTUM U pe3yrnbTaTe BbINOSIHEHUA, a TaKke
noeHTudgumkaTopa nosfib3oBaTtesidi WM CUCTEeMbl, 3anyCcTUBLUEW aHanua.
CobbITMa nonyyeHUs U M3MeHeHUs goctyna K WMHCTPYMEHTY, HaCTPOMKU
nonMTMK  6esonacHoCTU, nNpuMeHseMblx ©6a3  [daHHbIX  YyS3BUMOCTEN
peKoMeHOYyeTCA XpPaHUTb B XXypHarne perncrtpauum cobbITUin.

7.20 IHCTpyMeHT MoxeT obecnevmBaTb BbISIBIIEHUE W UCKITHOYEHUE
ayonupytowen mHoopmaumm ob ya3BUMOCTM Npu paboTe C HECKONbKUMU
6asamMu gaHHbIX YA3BUMOCTEMN.

7.21 NHCTpyMEeHT MOXeT obecnevmBaTtb BO3MOXHOCTb OCTaBfiATb
KOMMEHTapUM K BbIABNEHHBbIM YA3BUMOCTSAM C MNOCNEAYLWUM 3aHeCeHNeEM
aTon nHgpopmaumn B MNIMK. MHCTpyMeHT MoxXeT obecneymBaTtb BO3MOXHOCTb
nepeHoca kommeHTapues oT npegbiaywiero MK k cnegyowemy.

7.22 HCTpyMeHT MoxeT obecnednBaTtb BO3MOXHOCTb BedeHUs B
opraHusaumnmn cobcTBeHHbIX 6a3 JaHHbIX YS3BMMOCTEN.

7.23 IHCTpyMeHT mMoOXeT dopmupoBaTb OT4YeTbl B (popmaTte
ONHaMMYecknx Beb-CTpaHul, Jonyckawwmnx duibTpauuio, COPTUPOBKY W
9KCropT B popmaT TEKCTOBOro JOKYMEHTA.

7.24 'HCTPYMEHT MOXeT npenocTaBnATb B OTHOLIEHUU CTOPOHHUX
KOMIMOHEHTOB AOMNOSTHUTENbHbIE CBEAEHUSA O NOMYJIAPHOCTU, aKTyarlbHOCTU U
COOTBETCTBUIO npuHuUmMnam oTkpbiToro 1O, a Takke obecneuymBaTtb
OONONHUTENBHYHO NHpopMmaumio 06  OCOBEHHOCTSIX  MPUMEHEHMS
KOMIMOHEHTOB.

7.25 IHCTpyMEHT MOXeT obecneymBaTb aBTOMaTUYECKYIO MNPOBEPKY

OJOCTUXKNMOCTU YA3BUMbIX METOO0OB B CTOPOHHNX KOMIMNOHEHTAaX.
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8 TpebGoBaHuMSA K nepeYvyHIo NPorpaMmMHbIX KOMMOHEHTOB

8.1 INMINK moxeT ObITb CHOpMMPOBAH B COOTBETCTBUM CO CreEOYHOLLMMU
dopmatamu: gopmat lNpunoxerHna A, CycloneDX 1 UHbIMK, OTBEYaOLLMMU
TpeboBaHMAM HACTOSILLEro cTaHaapTa.

8.2IMNMK pomkeH cogepxaTtb Kak MUHMMYM  uMHOpMaUuK O
NPOrpaMMHbIX KOMMOHEHTax, a Takke MWHJOopMauMio O napameTpax ero

dopmupoBaHus, npuBeaeHHyto B Tabnuue 1.

Ta6nuua 1—MuHMManbHOE  COOEPXUMOE  MEepeyHs  NporpamMMHbIX

KOMIMOHEHTOB

O06o3HaveHune nonga OnucaHue nong

ABTOp KOMMNOHEHTa | HaumeHoBaHWe opraHmsauun, rpynnbl NnL, Unm
oTAeNbHbIX ML, NO3BONALEE NOEHTUDULNPOBATL
aBTOpa KOMMOHEHTa

HanmeHoBaHne HasBaHne koMnoHeHTa
KOMIMOHEHTAa

Bepcvm KOMIMOHEHTAa Bepcvm KOMIMOHEHTAa

NoeHTudumkaTop NoeHTudukaTtop KOMNOHEHTa, NO3BOSIAOLWMIA TOYHO
KOMMOHEHTa NOeHTUPUUNPOBATbL KOMMNOHEHT B 6a3ax
yA3BMMOCTEN. B KayecTBe ngeHtuukatopa moxer
npumeHaTbca PURL nnn nHow

AsTtop MNMNMK NoeHTudumkaTop, No3BonsaoLmMiA onpeaenntb
opraHmsaumio, posib UM KOHKPETHOrO UCMONHUTENSA B
COOTBETCTBUM C PErfIaMEHTOM OpraHmnsaunm
oTBevatoulero 3a gopmupoBanue MNrK

[aTa n Bpems [aTa n Bpemsa popMnpoBaHNA nepeyHs
doopmupoBanus MNMMNK | nporpaMMHbIX KOMMNOHEHTOB

8.3 lna kaxgon Bepcun aHanni MaHUECTOB CUCTEM YynpaBrieHus
KOMNOHEHTaMN nporpaMmmHoro obecneyeHust JormkeH 6bITb copMUpOBaH

oTaenbHbIn MI1K.
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8.4 Onepauumn akcnopta n umnopta lNIMNK pekomeHayeTcs BbINOMHATL B
COOTBETCTBUU C popmaTom [Npunoxenma A.

8.5 B ININK pekomeHayeTca BKNOYaTb MHpOopMaLmMo 0 NPpUHALNEXHOCTH
KOMMOHEHTOB K NOBEPXHOCTU aTakKMw.

8.6B MriK pekomeHayeTcs BKIKOYaTh MHOpMaLINIO o]
B3aMMO0O3aBMCUMOCTN 3aMMCTBOBAHHbIX KOMMOHEHTOB.

8.7 B TIMK pekomeHayeTca BKMYaTbh WMHGOPMaUUO 006 W3BECTHbIX
YA3BUMOCTSAX [ONA  nepedncndemMblX KOMMOHeHToB. WHdgopmaums 06
YA3BMMOCTSAX [OSDKHA BKNoYaTb B cebsa  creaywowme nons  OaHHbIX:
noeHTuukaTop B nepBuyHoM 6ase OaHHbIX YyS3BUMOCTEW, MAEHTUdUKaTop
YA3BMMOCTW MPU HanmMymm B MHbIX 6a3ax ysa3BMMOCTEN, Ha3BaHWE, ON1caHue,
TN OWNBKN, naeHTUdUKaTop ownbkn, aaTa BbisSBreHUs, Ba3oBbIM BEKTOP
yA3BMMOCTU (BO3MOXHble cTaHgapTtbl onuncaHmn CVSS 2.0, CVSS 3.0,
CVSS 3.1, CVSS 4.0), ypoBeHb oOMacHOCTU yA3BUMMOCTU. PekomeHayeTcs,
4yTOObl MH(popMauma 06 YysA3BMMOCTSX cogepXana OTMEeTKY O Hannyuu
onybnukoBaHHOro  crnocoba  akcnnyatauuMmM — YS3BMMOCTW,  CTpaTerum

yCTpaHeHnd ninm KoMmneHcaunm pmcka.

MpumeyvaHus

1 B cny4vae, ecnn ypoBeHb ONAcHOCTU YA3BMMOCTU He onpeaeneH, OH JOMMKeH OblTb
yCTaHOBSEH OTBETCTBEHHbLIM NNLIOM (M MIHCTPYyMEHTOM aBTOMAaTUYECKN) B COOTBETCTBUM
C pernameHToM, NPUHATLIM B OpraHu3aumu.

2 MNepBuyHON ©as3onM [aHHbIX YSA3BUMMOCTEM cuMTaeTcs Takas ©0asa, KoTopas
onpeneneHa OCHOBHbIM UCTOYHUKOM 3HaHWI 00 YSI3BUMOCTSAX B OpraHm3auuu.

3 bas3oBbIi BEKTOpP YA3BMMOCTU OMNUCbLIBAET KPUTEPUM OMACHOCTU YSI3BUMOCTU
B cooTtBetctBMM ¢ Common Vulnerability Scoring System3. Ha ocHoeaHuu 6asoBoro

BeKTOpa yFI3BVIMOCTVI paCC‘-IVITbIBaeTCFl ypOBEHb OMNnacHOCTU yFI3BI/IMOCTVI.
8.8 B TIINK pekomeHgyeTca BkNoyaTb MHPOPMaAUUIO O JIMLEH3MOHHbIX
cornaweHnsax Aang nepeyvYncrnieHHblX B HEM KOMMOHEHTOB. WHdopmaums

O JIMUEH3MsIX [OO0SKHa BKNoYaTh uAeHTMdMKATOP nuueH3uMu (cornacHo

3 https://bdu.fstec.ru/documents/26
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kogudpukatopy SPDX* unu  uvHOMY nyGnMYHO [OOCTYNMHOMY WHOEKCY
NMNLEH3NOHHDBIX COrfaLleHnt).

8.9T1MNMK pekomeHayeTca nognucbiBaTb  LUNGPOBOM  MNOLMUCHIO
opraHusaunu, BbinycKatoLen nporpaMmHoe obecrneyeHme.

8.10 B TMMNK pomkHbl ObiTb BKMAKOYEHbl X3L-KOAblI Mepevncnsiemblx
KOMMOHEHTOB.

8.11 B [MNK pekomeHayeTca BKo4aTb OTMETKY O BbISIBIEHUM
KOMMNPOMETUPYHOLLNX KOHCTPYKLMA B KOMMOHEHTAaX.

8.12 MMNK MOXET  coaepXaTtb MeTafaHHble nepeyncnaembix
KOMMOHEHTOB: TWUM  KOMMOHEHTA, KpaTKoe onucaHne KOMMOHEHTA,
noeHTudgumkaTop KomrnoHeHTa B ¢opmate PURL, TeKCT JMUEH3MOHHOro
cornawleHus, nepeyeHb A3bIKOB NPOrpamMMmmnpoBaHus.

8.13 Ecnun B cocTtas 10O BKktoYeHbl MOAENY MaLLMHHOMO 06yyYeHus (ogHa
nnn Heckosnbko), B MNIMNK gomkHa 6bITb BKOYEHa criegyowas nHgopmaums:
Ha3BaHMe M Bepcus mogenu, TMn mogenu (Buag obpabaTbiBaeMbIX OaHHbIX),
NUUEH3NOHHbIE COornaweHnsl, accounMmpoBaHHble C KOMMOHEHTaMU Unn
AaHHbIMW, JfieXalmMMn B OCHOBE MOLESNN, MpUBreKaemMble KOMIMOHEHTHI.
Paspabotunk pgomkeH dopmupoBaTtb OnMuMcaHMe MoAenn  MalMHHOIO

oby4eHna cornacHo coctaBy cBeAeHuin, npuseneHHbIX B MpunoxeHnn b.

4 https://spdx.org/licenses/
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MpunoxeHue A

(0bsizaTenbHoE)

CDopmaT npeacTtaBieHnA nepevyHAa nporpaMmmMHbIX KOMMNOHEHTOB

[MepeyeHb NpoOrpamMMHbIX  KOMMOHEHTOB B MaluMHoOYMTaemom  chopmarte
NnpeacTaBnseTca B cOOTBETCTBUM co cneuundukaument CycloneDX® B HoTaumm JSON no [6]
B Bnae obbekTa, cogepxallero nons onucaHHole B Tabnuue A.1. [lonyckaeTtcsa Hanu4dne

AOMNOJSTHUTENbBHBIX NOfien, COOTBETCTBYOLWMX cneundukaumm CycloneDX.

Tabnunua A.1-TpeboBaHus K NOMsIM KOPHEBOro O6beKTa nepeyHs NporpamMMHbIX

KOMMNOHEHTOB

Nma nong

Tun

OnucaHue

TpeboBaHus
K Hanm4uio

bomFormat

Ctpoka

YkasaHve cneuundunkaumm AOKyMeHTa.
[ormkHo cogepxaTb 3HadeHne «CycloneDX»

ObgasaTenbHO

specVersion

Ctpoka

Bepcua cneundmkaumm gokymeHTa. [OmKHO
cogepxaTtb BEPCUIO cneuundukaumm
CycloneDX, B COOTBETCTBMM C KOTOPOM
cthopmmnpoBaH JOKYMEHT

ObgasaTenbHO

serialNumber

CTtpoka

YHUKanbHblh CEPUNHBIA HOMEP [OOKYMEHTa,
creHepupoBaHHbIn B cootBeTcTBUM ¢ RFC-
4122 [7]

OnuuoHanbHo

version

Llenoe
4yncrno

Bepcus OOKyMeHTa. lMNepBoHa4anbHoe
3HavyeHne — 1. lNpn mogudmkaumsx OOoSmKHa
yBenuineaTbCs Ha 1

Obs3aTenbHo

metadata

O0OBbeKT

[ononHutenbHasa MHdopMauus O NepevHe u
MO. TpeboBaHMA K 3anofHEHMIO MONeN
obbekTa onucanbl B Tabnuue A.2

Obs3aTenbHo

components

Maccus
0bObeKkToB

Cnncok  KOMMOHEHTOB. Ecrm B 110
NCNOSb3yeTCA HECKOSIbKO BEpPCUM OOHOro u
TOrO K€ KOMMOHEHTAa, TO AN KaXXaon Bepcumn
KOMMNOHEeHTa [OOoimkHa ©ObiTb  OTAeNnbHas
3anuck. He gonyckaetca o6begnHATbL B OOHY
3anncb KOMMOHEHTbI, UICXOOHbIA KO, KOTOPbIX
XpaHuTCS B HECKOMNbKNX PasnnYHbIX
pPeno3nTopusix CUCTEM yrnpaBreHUs BEpCUAMM
TpeboBaHuMs K 3anofiHEHUIO Nonen 06bEKTOB
onucaHbl B Tabnuue A.5

Obs3aTenbHO
NPy HaNM4YUK
B cocTtaBe 10
KOMMOHEHTOB

5 Cneuudpmkaums CycloneDX https://ecma-international.org/publications-and-
standards/standards/ecma-424
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rocTtp

(npoekm, nepeas pedakyusi)

TpeboBaHus
Nmsa nonsa Twvn Onucanune P
K Hann4uto
annotations MaccuB | NpounsBosibHble KOMMeEHTapun, kacawowmecs | OnumoHanbHO
0OGBHEKTO | KOMNOHEHTOB, CEPBUCOB, YSA3BUMOCTEN WU
B CamMoro AOKyMeHTa.

TpeboBaHMs K 3anOfNHEHUIO Nonen o0bLEKTOB
onucaHbl B Tabnuue A.4

Ta6nuua A2-TpeboBaHns K nonsiMm ob6bekTa, OMUCHLIBAKOLIErO AOMOMHUTENbHYO

MHOPMaLMIO O NepeyHe 1 NPorpammMHOM obecrneyeHm

Nms nons Tun Onuncaxue TpeBoBatus
K Hanu4nto
timestamp Ctpoka |[daTta dpopmumpoBaHus nepedHs B copmate no | ObsasarensHo
FOCT P 7.0.64-2018 (MCO 8601:2004)
component O6bekt | MHpopmaums o  [10. TpeboBaHmsa k| ObGssaTtenbHO
3anonHeHnto nonen obbekta onucaHbl B
Tabnuue A.3

Tabnunua A3-TpeboBaHus k nonsam oO6ObLEKTa, ONUCbIBAKOLWErO WHGpopMauno o

nporpaMmmMHoOM obecneveHnn

TpeboBaHus
Nms nons Tun Onucanune P
K Hanu4nio
type Ctpoka | Tun MO. [JomkHo cogepxaTb 04HO M3 3Ha4YeHun, | Ob6aszaTenbHo
onpeaeneHHbix cneumdukaumen CycloneDX
name Ctpoka | HassaHue O Ob6gaszaTtenbHo
version Ctpoka | Bepcua T[10. [OnuHa cTpokn He pgormkHa | ObssaTenbHO
npesbiwaTtb 1024 cumsona
manufacturer | O6bekT | MHdopmauns 0 npounssogurene MO. | ObssatenbHoO
TpeboBaHMs K 3anonHeHuo nonen obbekTa
onucaxbl B Tabnuue A.4
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(npoekm, nepsas pedakyusi)

Tab6nunua A.4-TpeboBaHna k nonsaMm ob6bekTa, ONMUCbIBAKOLWEro WHOpMaUMIO O

npounseoauTene nporpammMmHoro obecneveHus

TpeboBaHus
Nms nons Tun OnucaHue P
K Hanm4uio
name Ctpoka | HasBaHue opraHnsauun — npou3BoanTENs Obs3aTtenbHo

Nno

Tabnunua A.5- TpeboaHus

KOMMNOHEHT

K nonaMm oObeKkTa,

OMMChIBAKOLLEro  MPOrpamMMHbIN

Mmsa nong

Tun

OnucaHue

TpeboBaHus
K Hanm4uio

type

Ctpoka

OnucbiBaeT ™n KOMMOHEHTA.
[onyckaetca mcnonb3oBaTb cregyoLlme
3HayeHus: application, framework, library,
container, platform, operating-system,
device, device-driver, firmware, file,
machine-learning-model, data,
cryptographic-asset

ObgasaTenbHO

name

Ctpoka

HanmeHoBaHMe KOMMOHEHTa

Obs3aTenbHo

version

Ctpoka

Bepcus komnoHeHTa. [nuHa CTpPOKM He
AosmkHa npesbiwaTtb 1024 cumeona

Obg3aTenbHo

purl

Ctpoka

NpeHTudukatop KOMMNOHEHTa B popmaTte
Package URL®

OnuuoHanbHo

externalReferences

Maccus
00bEKTOB

MaccuB 0b6bekToB, OMUCbIBaOLLNX
MCTOYHMK MOSTyYEHNA KOMMOHEHTa, €ro
NCXOAHbIX KOOOB, AOKYMEHTauun u T. A.
TpeboBaHMst K  3anofiHEHUKO  MOnen
0b6BbeKToB onncaHbl B Tabnuue A.6.

Cpean anemeHTOB MaccuBa obasaTensbHO
AOMKEeH MpUCYTCTBOBaTb XOTA Obl OAWMH
00bekT ¢ TuMnoM ves (cebiika  Ha
penosnTopum B  CUCTEME  KOHTpOns
Bepcuin) unu source-distribution (ccbinka
Ha apxuB)

6 Cneundmkaumsa dopmarta https://github.com/package-url/purl-spec
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OkoH4yaHue mabnuusbi A.5

Mmsa nong

Tun OnucaHune

TpeboBaHus
K Hanm4uio

properties

Maccus | MaccuB 0OBEKTOB, onucbIBaoLWMX
0OBEKTOB | AONONHUTENBbHbIE CBOMCTBA KOMIMOHEHTA.

TpeboBaHMst K  3anoSfiHEHUIO  Monen
ob6BbekToB onucaHbl B Tabnuue A.8.

Cpean anemeHTOB MaccuBa 06a3aTenbHO
AOIMKEH NpUCyTCTBOBaTb 00BbeKT
GOST:attack _surface

Obga3aTenbHo

components

MaccuB | Cnncok NoJKOMMOHEHTOB JaHHOro
00beKkTOB | KOMMOHeHTa. [onyckaeTcs Nepeyncnsitb

NOAKOMMOHEHTbI Kak B MaccuBe
components poanTeNbCKOro KOMMOHEHTA,
Tak U B MaccmBe components KOpPHEBOro
obbekta nepedvHsa. TpeboBaHua K
3anonHeHno nonen o6bLEKTOB ONMcaHbl B
Tabnuue A.5.

OnuuoHanbHo

Tabnuua A.6 — TpeboBaHna Kk nonam obbekTa, ONUCHIBAOLLErO UCTOYHMKN NONYYEHUS

1 BHELLHWE CCbIJTIKM KOMMNOHEeHTa

Nma nong

Tun

OnucaHue

TpeboBaHus
K Hanm4uio

type

Ctpoka

OnucbiBaeT TN BHewHero pecypca. [JomKHO
cogepxatb OOHO W3 3HAYEHWUN, OnpeaereHHbIX
cneundukaymnen CycloneDX

ObGsas3aTenbHO

url

CTtpoka

Ecnu none type nmeet 3HavyeHue vcs, To B nosne url
nomewiaeTca  YHUPUUMPOBAHHbLIN  yKasaTenb
pecypca URL pgns penosutopua € MCXOOHbIMU
KOOaMn KOMMOHEHTA.

Ecnn none type wumeeT 3HadeHne source-
distribution, TO B none url nomewaeTca
YHUMUMPOBaHHbLIN ykasaTtenb pecypca URL ans
apxmBa C UCXOAHbIM KOOOM KOMMOHEHTa

Obga3aTenbHo

hashes

MaccvB
00beKToB

CooepXuT CNMCOK  X3LU-KOAOB  COAEPXKMMOTO
BHELLHEro pecypca, MOflyYeHHbIX MpPU MNOMOLLN
pasnnYHbIX anropuTMOoB. TpeboBaHus K
3anofiHeHn0  nonen  obbekta onucaHbl B
Tabnuue A.7.

Ob643aTenbHO HanMune X3LW-KOAOB, BbIYUCIEHHbIX
c npumeHeHnem anroputma STREEBOG-256 vnnu
STREEBOG-512, no TOCT P 34.11-2012

OnuuoHanbHo
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Tabnunua A7—-TpeboBaHna Kk nonam OObeKkTa, ONUCLIBAKOLWEro  X3LI-KOAbl
COAEPXXMMOro BHELLUHErO pecypca
TpeboBaHus
Nmsa nons Twun Onucanne P
K Hanu4uo
alg Ctpoka | Cogepxut ngeHtudukatop anroputma, Obs3zaTensHo
KOTOPbIM Obln BbIMMCIEH X3LU-KOA
KomnoHeHTa. [IofmKHO coaepkaTb O4HO U3
3Ha4YeHNn, onpeneneHHbIx cneyndukaunen
CycloneDX
content Ctpoka | CogoepXuT 3Ha4YeHME X3LL-KoL4a KOMMOHEHTa Obsi3aTenbHO
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Tabnunua A8—-TpeboBaHna k nonsm oOBLEKTA, ONUCLIBAKOLLEro AOMONHUTENbHbIE

CBOMCTBA KOMMOHEHTAa

Nms nons Tun OnucaHue TpebosaHus
K Hanm4uto
name Ctpoka | HasBaHMe cBOMCTBA KOMMOHEHTA. ObsaszartenbHo
3HaveHune GOST:attack _surface onucolBaeT
CBOWCTBO  MPUHAAMEXHOCTM  KOMMOHEHTa K
NMOBEPXHOCTW aTaku.
3HaueHne GOST:source langs onucbiBaeT $3blK
MCXOOHOro Koda KomroHeHTa. EcnuM KOMNOHeHT
peanu3oBaH Ha HECKOMbKMX A3blKax
nporpamMmmMmpoBaHus, TO Kaxkablvi A3bIK
nporpamMMMpoBaHUsA  ykasblBaeTcad B Buae
OTAENbHOro CBONCTBA.
value Ctpoka | 3Ha4yeHue cBOMCTBA KOMMOHEHTA. Obs3zartenbHo

Ecnu none name nmeet 3Ha4vyeHune
GOST:attack_surface, TO none value AOMKHO
coaepXaTb OAHO M3 TPEX 3HAYEHUN:

1.yes — KOMMOHEHT BXOAUT B HENOCPEACTBEHHYIO
NOBEPXHOCTb aTaku;

2.indirect — KOMMOHEHT BXOOUT B KOCBEHHYH
NOBEPXHOCTb aTaku;

3. N0 — B MHbIX CIy4asx.

Ecnu none name nmeet 3Ha4vyeHune
GOST:source_langs, 1O none value AOMKHO
cogepxatb  nepedncrieHme M3 BO3MOXHbIX
3HadveHun: 1C, Assembly, C, C#, C++, Clojure, Dart,
Elixir, Erlang, F#, Fortran, Go, Groovy, Haskell,
Java, JavaScript, Julia, Kotlin, Lisp, Lua, Nix,
Objective-C, OCaml, Perl, PHP, PowerShell,
Python, R, Ruby, Rust, Scala, Swift, TypeScript,
WebAssembly nnm nHolx.

B cnyyae oTcyTCTBMSA B rnoccapun UCnonb3yemoro
A3blka MPOrpamMMMpPOBaHUSA  YKasblBaeTCs  €ro
KaHOHM4YecKoe Ha3BaHue
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MpunoxeHne b

(o6s3aTENBHOE)

CocTaB AaHHbIX ONUCaHUA MOAEeNM MaUHHOIO oqueva

Tabnunua b.1 - 0O0Lwee onucaHne moaenu

HassaHune HassaHne mogenu

Bepcus Bepcus mogenu

Tun Tun mogenu, Hanpumep «reHepauus Tekcta» unmn «obpaboTka
N3o00paxeHnm»

PaspaboTumk HavmeHoBaHuWe opraHnsaumm, rpynnbl ML Unv OTAENbHbIX ML,
nosposnsLwee naeHTUUUMpoBaTb aBTopa Moaenu

JTnueHsunsa(nn) JIMLEeH3MOHHbIEe cornalleHns, acCcoLMMpOBaHHbIE C
ncrnonb3oBaHnem mogenu, Hanpumep, Apache 2.0, MIT nnun nHele

lMpuBnekaemble dpenmMBOPKN MALLMHHOIO 06yYeHus1, ICNONb30BaHHbIE OIS

KOMMOHEHTbI cosgaHua mogenu, Hanpumep PyTorch, Tensorflow nnu nHble

NcToYHUK Afpec B ceTu, rae MOXHO NoNyyYnuTb MoAerb

Ccbinku [dononHutensHas MHopmaLms 0 MOLENN, CCbINIKN Ha
AOKyMeHTauMIo, CTaTbW, CanTbl, MINCTbl PACCHISTKU U UHbIE

Mognuck(n) Lndposas nognucek onucaHua mogenu, obecneynsaroLlas
NOAMMHHOCTb U LLEeNOCTHOCTb MHpopMaLnm

Tabnuua b.2 - Apxutektypa mogenu

Habopbl 4aHHbIX

HasBaHusi, Bepcumn 1 CCbinku Ha Habopbl AaHHbIX,
NCNonb30BaHHbIE ANs TPEHUPOBKM MOAENM

BasoBasa mogenb

HassaHue, BepCUA " UCTOYHUK NonyHeHus ©a3oBon moaenu, Ha
KOT0p0|7| OCHOBaHa onncbiBaemMasa Mmoaesib. I'Ipm Hannn4nn
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ApxuTtekTypa HasBaHne nyGnnyHom apxmTekTypbl MOAENN, HANPUMeEp,

mogenu «BLOOM». Ecnu npymeHnmo

Cemenctso HasBaHne cemencta apxutektyp, Hanpumep, «GPT». Ecnn

apxXuUTEKTyp NPUMEHUMO

AnnapaTtHoe NHdpopmaums 06 annapatHom obecneyeHumn, KoTopoe

obecneyveHne NCnonb30Banoch Ang TPEHUPOBKN MOAENN U/MNN MOXET
NCrnonb30BaTbCA A5 €€ UCMOSTHEHUS

[NporpammHoe MHdopmaumsa o nporpaMmmHOM obecrnevyeHnn, KoTopoe

obecneyeHune NCrnonb30Banoch ANg TPEHUPOBKN MOAENN UM MOXET

NCMNoNb30BaTbCs ANs €€ NCMONHEHNS
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OkoH4yaHue mabnuupbi 6.2

Habopbl aHHbIX

Ha3eaHus, Bepcun 1 cCbifnkn Ha Habopbl AaHHbIX,
NCMONb30BaHHbIE AN TPEHMPOBKN MOAENU

Twun gaHHbIX BXo4a

Tun paHHbIX, KOTOpble MOfy4yaeT MoAeNb Ha BXOA, Hanpumep
N300paXkeHUs UNn TeKCT

Twun gaHHbIX
BbIXOo4a

Tun gaHHbIX, KOTOpble POPMUPYIOT MOAESb Ha BbIXOA, Hanpumep
N3006paXkeHUs Unmn TekCT

TpeboBaHus Kk
AONONHUTENBHOMY
rno

[MepeyeHb npuBneKaemblx
3anycka mogenu

KOMIMOHEHTOB, HeobxoauMMbIX Ansd

Tabnwunuya Bb.3 - Wcnonb3oBaHne moaenu

HasHaueHune
Moadenu

Onuncanune TOro, Kak Moaenb AOMKHA UCMONb30BaTbCA

CueHapwun BHe
OCHOBHOW cdoepbl
NPUMEHEHNS

CueHapum ncnonb3oBaHUs MOAENN BHE ONpeaerieHHoN eé
pa3paboTymkamu cepbl MPUMEHEHUS

HenpaBunbHoe nnu
BPEeAOHOCHOEe
ncnonb3oBaHne

CueHapun HeHagnexallero UnvM BpeAoHOCHOTO UCMNOMb30BaHNUS
Moaenu
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Bubnuorpacpusn

3awmTa MHpopmaumu. Ya3BUMOCTU

NHJOPMAaLIMOHHBIX cucTeMm. [paBsuna onvcaHns

YA3BMMOCTEN

3awuTa MHdOpMaLnN. PaspaboTka
GesonacHOro nporpaMMHoOro obecneyeHus.
Yrpo3bl ©e3onacHocT  MHopmMaumn  npu

pa3paboTke NporpaMMHOro obecneyvyeHus

EonHasa cnctema nporpaMmMHON AOKYMEHTaLUUMN.

Buabl nporpamMmm n nporpamMmmHbiX JOKYMEHTOB

MHdpopmaumoHHas TexHonorusa. MeTtogbl u

cpeancrtea obecneveHus B©e3onacHocTw.

Kputepun OLLEHKM 6esonacHocTu

MHGPOPMALIMOHHBIX  TexHosnormn.  Yactb 1.

BeeneHne n obuas moaenb

NHdopmaumnoHHas TexHonorusi. CuctemHas u

nporpaMmmMHas NHXeHepusl. Mpouecchl

XMU3HEHHOIOo LuKIia nporpaMmMHbIX CpeacTB

Information technology — The JSON data

interchange syntax (MHopmaLmoHHas
TexHonorns. CuHTakcuc obmeHa gaHHbIMU B

dopmate JSON)

A Universally Unique IDentifier (UUID) URN
Namespace ([lpoctpaHctBo umeH URN c
BcemMupHbIM YHUBEpCanbHbIM

noeHtndgpukatopom (UUID))
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Y[OK 004:006.86 OKC 35.030 : 35.080

KnioueBble crnosa: 3awuta uHdopmMauuu, nporpammHoe obecnedeHue,
3aMMCTBOBaHHble M MNpPUBFIEKaeMble  KOMMOHEHTblI  MPOrPaMMHOro

obecneyveHunsi, KOMMNO3ULNOHHbLIA aHanNn3 nporpammMHoro obecneyeHns
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